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ACRONYMS

In this Gazette unless the context otherwise requires:

“AEC” 	 means Authorized Economic Operators;

“AFCTA“	 means Africa Continental Free Trade Area;

“AFDB” 	 means African Development Bank;

“ALLPI” 	 means Africa Leather and Leather Products Institute;

“AIKP” 	 means Africa Infrastructure Knowledge Programme;

“ASYCUDA“	 means Automated Systems for Customs Data;

” ATI” 	 means The African Trade Insurance Agency;

“AUDA-NEPAD” 	 means African Union Development Agency;

“CBTA” 	 means Cross Border Traders Association;

“CGP” 	 means COMESA Green Pass;

“COMESA”	 means Common Market for Eastern and Southern Africa; 

“CMR” 	 mean Customs Management Regulations;
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“DFTA” 	 means Digital Free Trade Area;

“EAC” 	 means  East African Community;

“ECO” 	 means COMESA Electronic Certificate of Origin;

“EDF” 	 means European Development Fund;

“FTA” 	 means Free Trade Area;

“GAP” 	 means Good Agricultural Practice;

“IBM” 	 means Integrated Border Management;

“IDDAtIII” 	 means Third Industrial development Decade for Africa;

 “LDC” 	 means Least Developed Country;

 “MIS” 	 means Management Information System;

“MRA” 	 means Mutual Recognition Agreement;

“MSME” 	 means Medium and Small Enterprises;

“NMC“	 means National Monitoring Committee; 

“NTM”	  means Non-Tariff Measures;

“PPP” 	 means Public Private Partnership;

“RECs” 	 means Regional Economic Communities;

“SME” 	 means Small and Medium Enterprises;

“STR” 	 means Simplified Trade Regime;

“RISM“	 means Regional Integration Support Mechanism;

“RO-RO” 	 means roll on roll off;

“TFTA“	 means Tripartite Free Trade Area;

“TTTFP” 	 means Tripartite Transport Facilitation Programme;

TFP” 	 means Trade Facilitation Programme;

“UN” 	  means United Nations;

“WCO”	  means World Customs Organization;

“WTO“	 means World Trade Organization;

“ZEP RE” 	 means PTA RE Insurance Company;
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IT IS HEREBY NOTIFIED that the Council of Ministers of the Common Market for Eastern and 
Southern Africa (COMESA) at its Fortieth Meeting held on 29th November 2019, in Lusaka, Zambia, 
issued the following Legal and General Notices: 

COMESA INSTITUTIONS

 African Leather and Leather Products Institute (ALLPI):

1.	 The Council decided as follows: 

a)	 ALLPI should Become a knowledge and innovation-based institution to support 
SMEs and to enhance their competitiveness;

 b)	 Support adoption of cleaner production technologies and appropriate environment 
conservancy; and 

c)	 Adopt E-commerce and to strengthen the trade portal currently in use by linking it 
with other regional platforms;

COMESA Competition Commission (CCC) 

2.	 The Council decided as follows:

a)	 Member States should enhance the promotion of a competition culture in their 
domestic markets through appropriate policies and the enactment of legal and 
regulatory instruments;

b)	 Member States should be urged to establish and strengthen National Competition 
Authorities; and

c)	 The Commission should continue to engage all Member States in the provision of 
technical assistance programs, advocacy and awareness programs and creation of 
strategic collaboration with various stakeholders.

COMESA Business Council (CBC)

3.	 The Council decided as follows:

a)	 Member States should support the implementation of the CBC MSMEs Digital 
Financial Inclusion Project and the development of a regional common payment 
scheme; and

b)	 Member States should support the development of low-cost certification schemes 
and training for SMEs;

c)	 The CBC should record and collect data on contracts and partnerships during the 
exhibitions, particularly the Source 21 COMESA International Trade Fair to note the 
benefits for businesses; 

d)	 The CBC and RIA should increase collaboration on business facilitation handbooks 
and trade missions so as to merge business linkages focus with investment 
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promotion;

e)	 The COMESA International Trade Fairs should be held back to back with the COMESA 
Summits as was done previously;

f)	 The CBC should increase coverage in the countries which will include national 
participation, business forums and trade promotion activities to be carried out in the 
respective countries; 

g)	 The CBC should prepare a private sector analytical paper on the application of the 
various Rules of Origin at ACFTA level and how they will impact business;

h)	 The CBC should develop a regional common payment scheme for MSMEs; 

i)	 Member States should support the CBC’s engagement with stakeholders in digital 
financial services industry on the development of a model COMESA payments 
policy guideline to support affordable, interoperable, transparent and secure digital 
payment scheme for Micro Small and Medium Enterprises (MSMEs). 

j)	 Member States should support the CBC in convening a high level Public Private 
Forum to validate and consider the adoption of the Draft policy guidelines on the 
COMESA payment scheme for MSMEs;

k)	 Member States are urged to harmonize regulations on food standards in the region, 
adopt Mutual Recognition Agreements or equivalence measures, and a regional 
harmonised Food law guideline for COMESA. Member States are requested to develop 
harmonised plastic waste control regulations, including provisions on industrial 
packaging;

l)	 Member States should ensure that political differences do not affect the movement 
of goods along the corridor, leading to Non-Tariff Barriers, import or export bans. 
Member States are requested to engage in stakeholder consultations with industry 
and to provide a reasonable grace period before effecting the above measures, and to 
consider alternative measures;

m)	 Member States should engage with the private sector in the development of a regional 
policy to address illicit trade. The policy should focus on cross border cooperation, 
increased empowerment and training of the authorities, recommendations on 
minimal legislative/regulatory framework, implementation of digital supply chain 
security solutions across the region, and partnerships between private and public 
sectors, and transparency in decision making;

n)	 Member States should put in place mechanisms for industry consultations, and 
engagement of the private sector as part of the negotiation processes on the African 
Continental Free Trade Area (AfCFTA) and to adopt simplified Rules of Origin that 
enable regional cumulation, promote regional value chains and increase intra- trade 
of African products;

o)	 Member States should adopt clear and balanced regulations governing tobacco, 
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create forums of engagement with multiple stakeholders including tobacco farmers 
and industry;

p)	 The CBC should follow up on COMESA’s application for observer status at the 
Conference of Parties, following the decision of the 38th Council of Ministers;

q)	 The CBC should consider the recommendations under the CBC Business report on 
the Tobacco sustainability in Africa which was validated and adopted by private 
sector stakeholders; and 

r)	 Member States should support the CBC’s high-level business missions to meet 
with Presidential and high-level policy makers as a way of addressing business 
impediments and promoting trade and business partnerships amongst COMESA 
countries.

COMESA COURT OF JUSTICE (CCJ)

Capacity Building and Publicity Activities Decisions

4.	 Council decided as follows:

a)	 The Court continues with its efforts to mobilise extra budgetary resources to 
complement contributions from Member States;

b)	 The Court should build the capacity of Judges and Members of Staff to enhance 
service delivery;

c)	 The Court should continue publicizing its activities to all Member States;

d)	 Member States should be encouraged to invite the COMESA Court of Justice to 
national training events aimed at building the capacity of lawyers and judges; and

e)	 The Court should continue working with the Secretariat to mobilise extra budgetary 
resources for a programme to build the capacity of the Judges at the national level in 
terms of regional commitments and arbitration.

Information and Communication Technologies (ICT) Optimisation Decision

5.	 The Council decided that the Court should continue digitising its services and processes 
so as to enhance access to justice and service delivery.

Member State Contributions 

6.	 The Council decided that  Member States should pay their assessed contributions and 
arrears to enable the Court to carry out its mandate.

PTA RE-INSURANCE COMPANY (ZEP-RE)

7.	 The Council decided as follows: -
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a) 	 Implementation of COMESA Authority Resolution on premium retention

(i)	 Member States should implement the Resolution of the COMESA Authority 
of Heads of State and Government which directed that “…..In order to enable 
consistent and sustained growth of the African insurance and reinsurance 
market, COMESA Member States should implement policies that enable the 
maximum retention of premiums to enhance investments within Africa….”.

(ii)	 To action the above Resolution, Member States are urged to designate relevant 
authorities in their territories to work with ZEP-RE in developing policies 
that will promote local content and retention of premiums including the 
domestication of business lines where there is adequate local capacity to 
insure the risks and the implementation of rules requiring key economic 
sectors and major infrastructure projects should first exhaust local insurance 
and reinsurance capacity before they risks are placed out of the region.

b) 	 Facilitation of ZEP-RE activities

Signatory Member States to the ZEP-RE establishment agreement are requested 
to facilitate the business activities of ZEP-RE in their territories by allowing the 
Company to operate without hindrance, aimed at helping ZEP-RE discharge its 
mandate in the region.

c) 	 Forex Allocation and Facilitation of Movement of Funds by Member States

In order to support the activities of ZEP-RE and to enable the Company to meet its 
ongoing obligations (payment of claims and investment of funds across the region), 
Member States are requested to prioritise the Company’s forex allocation requests 
and allow easy movement of funds into and out of their respective territories.

d) 	 Developmental Impact Activities

Member States currently not partnering with ZEP-RE in developing insurance 
products with high social impact are encouraged to collaborate with the Company to 
develop insurance product, with a focus on less serviced sectors such as agriculture, 
livestock and micro insurance as a means of ensuring easy access of insurance 
services for all nationals of the region and an increase in insurance penetration. 

e) 	 Non-Participating Member States

Member States not participating in the activities of the Company are urged to consider 
and join the activities of the Company either by acceding to the establishment 
agreement, subscribing for shares and or facilitating the business and operational 
activities of the Company in their territories.
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AFRICAN TRADE INSURANCE AGENCY (ATI)

8.	 The Council decided as follows:

a)	  African Countries, especially COMESA Member States, which are not yet ATI members 
are invited to consider joining the Agency, and by doing so bring the benefits of ATI’s 
products to investors and the business communities in their respective countries; 
and

b)	 Commended the Republic of Kenya, the Republic of Malawi, the United Republic 
of Tanzania and the Republic of Zambia for honouring their sovereign financial 
obligations by refunding ATI for claims amount paid on their behalf in respect of 
their sovereign payment defaults.

Federation of Women in Business in COMESA (FEMCOM) 

9.	 The Council decided as follows:

a)	 FEMCOM  should be more visible in the implementation of the activities in all 
COMESA Member States; and

b)	 The Secretary General of COMESA in collaboration with FEMCOM Secretariat should 
continue engaging the Government of Malawi on the construction of the FEMCOM 
Complex.

ALLIANCE FOR COMMODITY TRADE IN EASTERN AND SOUTHERN AFRICA (ACTESA) 

10.	 The Council decided as follows:

a)	 Member States should assist in fast tracking the implementation of the COMESA 
Seed Harmonization Implementation Plan (COMSHIP) at country level; and

b)	 Member States are requested to support the existence of the ACTESA Revival Steering 
Committee at COMESA Secretariat tasked to revive ACTESA and coming up with 
ACTESA draft Revival Strategy covering the period 2020-2030.

 COMESA YELLOW CARD SCHEME AND REGIONAL CUSTOMS TRANSIT GURANTEE CARNET

11.	 The Council decided as follows:

a)	 The Kingdom of Eswatini should expedite the commencement of operations of the 
Yellow Card scheme in Eswatini; 

b)	  The Republic of Sudan should engage the National Bureau of Sudan to pay its arrears 
amounting US$474,555 to the budget contribution of the Council of Bureaux of the 
Yellow Card Scheme; and

c)	 The Secretariat should continue  engaging Mozambique to join the Yellow Card 
scheme.
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STATISTICS

Proposals for country allocation to COMESA Technical Working Groups (TWGs)

 The Council decided as follows;

a)	 The following TWGs be formed along with their country allocation and terms of 
reference: 

i.	 Agricultural & Environment Statistics; 

ii.	 Foreign Direct Investments (FDI);

iii.	 Statistics of International Trade in Services (SITS); 

iv.	 Harmonized Consumer Price Indices (HCPI);

v.	 International Comparison Program (ICP); 

vi.	 National Accounts (inclusive of Blue economy); 

vii.	 International Trade Statistics;

viii.	 International Merchandise Trade Statistics (IMTS); and 

ix.	 Small-Scale Cross Border Trade (SSCBT) statistics; 

x.	 Business and Industry Statistics; Infrastructure-Energy; 

xi.	 Infrastructure- Transport; and 

xii.	 Migration Statistics; 

b)	 The TWGs focus should on domestication of existing statistical international 
standards in Member States and TWG specific Terms of References be developed 
once the TWGs are in place; and

c)	 The Secretariat explore ways of TWGs undertaking their functions in a cost-effective 
manner.

Mid-Term Evaluation of the COMESA Statistics Strategy 2017-2020  

12.	 The Council decided as follows:
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a)	 The Secretariat should revise the strategy’s activities and budget taking into account 
the effective resources raised internally and externally;

b)	 The Secretariat should continue to mobilize human, financial and material resources 
for statistical development;

c)	 The Secretariat should enhance collaboration and knowledge sharing with all 
internal users and producers of statistics;

d)	 The Secretariat should give a very high priority to the Statistics Strategy;

e)	 The next COMESA Medium-Term Strategic Plan should include a chapter on 
Statistical Development;

f)	 The Secretariat should increase internal financial resources allocated to statistical 
activities;

g)	 The Secretariat should adequately address the human resources problem faced by 
the Statistical Unit especially with regard to its role as the African Union’s Strategy 
for Harmonization of Statistics in Africa (SHaSA 2) Regional Coordinator;

h)	 The Secretariat should continue using the PARIS21 Evaluation Tool for Monitoring 
and Evaluation during the remaining period of the CSS 2017-2020;

i)	 The Secretariat should improve the implementation of the activities under of the 
Strategic objectives five (Enhance technical skills, competencies and structures, 
initiatives 5.1.2 and 5.1.5) and six (Strengthen technologies and systems, initiative 
6.1.6) of the 2017-2020 Statistics Strategy; 

j)	 The Secretariat should maintain and improve collaboration with technical and 
financial partners and continue to explore other partnerships in the field of statistics 
including other RECs;

k)	 The Secretariat should urge partners to expand their technical and financial support 
since COMESA is expected to play an increasing technical and coordinating role for 
its Member States in the framework of the implementation of SHaSA 2; and

l)	 The  road map for revision of activities in the Statistics Strategy and the formulation 
of the next statistics strategy should be adopted.

TRADE AND CUSTOMS

Trade Facilitation 

13.	 The Council decided that the Secretariat should provide proposals of what should be done 
in other macroeconomic indicators in addition to fiscal measures to assist Member States 
to diversify their economies.
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Progress reports by Member States not participating in the COMESA FTA 

Decisions

14.	 The Council decided as follows:

a)	 DR Congo should submit to the Secretariat the gazetted Tariff Book showing the 
current applied customs duties for transmission to all Members States; 

b)	 Eritrea should implement the recommendations of the validated study on the 
implications on the Eritrean Economy of joining the COMESA FTA; 

c)	 Ethiopia should expedite internal consultations to finalise joining of the COMESA 
FTA; 

d)	 Uganda should circulate, through the Secretariat, the list of products exempted from 
COMESA FTA which are contained in the Finance Act 2016 by 30th November 2019; 
and

e)	 Uganda be urged to comply with the Thirty Fourth Council of Ministers Decision 
regarding its tariff phase down schedule and other Council decisions on this matter.

ACCESSION OF TUNISIA TO THE COMESA FTA

15.	 The Council decided as follows:

a)	 The information provided by Tunisia to the Secretariat be circulated to Member 
States for their appreciation on the offer made by Tunisia following its accession to 

COMESA;

b)	 The Secretariat should transmit to Tunisia the Tariff schedules of all other Member 
States to Tunisia before 31st December 2019; 

c)	 Trading between Tunisia and the other Member States on COMESA FTA terms should 
commence on 1st January 2020 subject to reciprocity; and 

d)	 All the other Member States are called to include in their tariff schedules the FTA 
treatment for Tunisia before 1st January 2020.

COMESA Sugar Safeguards: 

16.	 The Council decided as follows:

a)	 Member States should submit their sugar statistics within the agreed timelines and 
an incentive mechanism be established for Member States who submit their sugar 
statistics on time;

b)	 Reports on implementation of the Sugar Safeguard should be circulated to Member 
States and should include the sources of imports, types of sugar imports and the 
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stock levels;

c)	 Should unprecedented situations arise in a Member State, the other Member States 
should be notified in time and given priority to fill the deficit;

d)	 Member States should validate their quota allocation within four weeks of 
notification of the allocation before formal circulation by Secretariat; 

e)	  Member States should submit disaggregated data to Kenya through the 

Secretariat to enable it to forecast expected sugar supply from COMESA Member 
States; 

f)	 Kenya should finalise the disaggregation of sugar HS Codes and ensure there is no 
disruption of trade;

g)	 Kenya should circulate through the Secretariat its sugar deficit projections for 2020 
and 2021 to Member States by 29 December 2019;

h)	 Member States should submit statistics by 30th December of every year to facilitate 
populating the sugar quota formula, statistics from Member States where available 
should be used in calculating the sugar quotas and international statistics to be used 
as a reference point; and

i)	 Member States should enhance utilization of the allocated quota shares; and

j)	  Kenya should  reallocate unutilized quota allocations to COMESA Member States 
in September of every year giving priority to Member States who have utilized their 
quotas. 

Policy Dialogue on Simplified Trade Regime (STR) 

17.	 The Council decided as follows:

a)	 For trade under the STR regime, preferential treatment shall be given to the products 
originating from other Member States provided that they are on the bilateral STR 
common list;

b)	 Member States should review the STR Common Lists on an annual basis and adhoc 
reviews should be done as and when required and should be agreed between two 
Member States; 

c)	 The Secretariat should develop a technical paper on bilateral vs regional common 
list for the STR;

d)	 Member States should ensure that they involve CBTAs in the national working 
groups and other fora where issues of small-scale trade are discussed;

e)	 Member States should involve CBTAs and other small-scale traders in awareness 
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creation on common understanding and application of STR and other COMESA 
Trade programmes; 

f)	 Secretariat should undertake a study on the Legal basis of the STR and   the 
modification of the threshold;

g)	 Member States should put in place a mechanism of monitoring the effectiveness of 
CBTAs;

h)	 Member States should undertake measures to formalise informal small-scale trade 
and SMEs; and

i)	 Member States, in collaboration, with the Secretariat, should institutionalize the 
collection of Gender Sensitive SSCBT statistics.

Non-Tariff Barriers in the COMESA Region

18.	 The Council decided as follows:

a)	 Member States should reactivate the National Monitoring Committees (NMCs) to 
enhance identification and resolution of identified NTBs;

b)	 The Secretariat should coordinate harmonization of SPS measures through 
implementation of COMESA Green Pass (CGP) to facilitate trade in agricultural 
products; and

c)	 Member States should be encouraged to publish the Non-Tariff Measures (NTMs) in 
the national trade information portals.

Implementation of the WTO Trade Facilitation Agreement 

19.	 The Council decided as follows:

a)	 Member States should share their category C measures with the Secretariat for 
compilation, to assist in the development of a coordinated and comprehensive 
regional program for capacity building and technical assistance on implementation 
of category C; and

b)	 The Secretariat should prepare and circulate guidelines on the areas of support 
within the scope of the EDF11 - TFP to enable Member States that need assistance to 
submit their requests to the Secretariat. 

Integrated Database on Trade Preferences Utilization in COMESA 
20.	 The Council decided as follows:

a)	 The Secretariat should develop a comprehensive and integrated database on trade 
preference utilization by December 2020;

b)	 The database on preference utilisation should cover Trade under the Cotonou 

Agreement including LDC Preferences and should be finalized by June 2020; and
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c)	 The Secretariat should undertake capacity building in Member States on the trade 
preference utilization database by December 2020. 

Mauritius Quota Proposal for Chapter 63 

21.	 The Council decided as follows:

a)	 Member States should finalize national consultations on the proposal made by 
Mauritius and submit their comments to the Secretariat by 31 January 2020; and

b)	 The Secretariat should convene the Technical Working Group (TWG) on Rules of 
Origin by February 2020 to discuss the Mauritius proposal.

African Continental Free Trade Area (AfCFTA) Negotiations 

22.	 The Council decided as follows:

a)	 Member States should fast track the process of ratification and operationalization of 
the Tripartite Free Trade Area (TFTA) ; and

b)	 Commended Burundi on ratifying the TFTA Agreement.

Trade in Services Committee

Horizontal Commitments 

23.	 The Council decided as follows:

a)	 The Secretariat should work with Member States to develop appropriate strategies to 
mainstream services in their development plans, as well as develop and implement 
appropriate regulatory reforms and build capacity in the services sector;

b)	 Member States should consider investing and liberalizing the service sectors where 
they are net importers;

c)	 Member States should consider liberalizing the movement of contractual service 
suppliers and independent professionals; and

d)	 Member States should consider reducing and/or eliminating market access and 
national treatment limitations under commercial presence.

Development of Statistics of International Trade in Services in COMESA 

24.	 The Council decided as follows:

a)	 National Trade in Services Committees (or National Working Groups on Trade in 
Services) should incorporate data compilers led by the National Statistical Offices 
and Central Banks;

b)	 The Secretariat should develop terms of reference related to developing statistics of 
international trade in services and share with National Trade in Services Committees 
(National Working Groups on Trade in Services) as part of their Terms of Reference; 
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and

c)	 The Secretariat should build capacity in capturing trade in services data at national 
and regional level.

Progress in implementation of Commitments in the Four Priority Services Sectors 

25.	 The Council decided as follows:

a)	 The Secretariat should undertake an examination of Schedules of Commitments in 
the four priority sectors to identify elements that may be WTO minus;

b)	 Member States, in consultation with the Secretariat, should review their Schedules 
of Specific Commitments to ensure they are WTO plus; and

c)	 Member States who are eligible for Regional Integration Support Mechanism (RISM) 
and require support should write to the Secretariat for technical assistance in 
implementation of their trade in services programmes.

Negotiations on the Four Priority Services Sectors 

26.	 The Council decided as follows:

a)	 Member States that have not submitted their Schedules of Specific Commitments for 
the four priority sectors should do so by 29 November 2019;

b)	 Madagascar and Eswatini should consider the requests and clarifications sought by 
the Member States and submit the revised Schedules of Specific Commitments to 
the Secretariat by 30 December 2019;

c)	 Member States that require technical assistance should submit their requests to the 
Secretariat; and

d)	 Member States that have not yet concluded and gazetted Schedules of Specific 
Commitments for the four priority sectors, should consider reviewing them with the 
aim of improving their offers.

Initial Schedules of Specific Commitments on Additional Three Priority Services Sectors 

27.	 The Council decided as follows:

a)	 Member States that have not submitted their Schedules of Specific Commitments for 
the three additional priority sectors should do so by 30 April 2020;

b)	 Kenya should consider the requests and clarifications sought by the Member States 
in revising its schedules;

c)	 Member States that require technical assistance should submit their requests to the 
Secretariat;

d)	 The Secretariat should prepare reference papers and guidelines on the energy and 
business services sectors and organize a capacity building workshop in the first 
quarter of 2020;
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e)	 Member States should undertake analysis of their regulatory frameworks in the 
energy sector in readiness  for the  scheduling of their commitments; and

f)	 Member States whose Schedules of Specific Commitments had not been considered 
should take into consideration the requests and clarifications sought from Kenya 
while preparing and improving their own Schedules of Specific Commitments.

COMESA Digital Free Trade Area (DFTA)  

28.	 The Council decided as follows: 

a)	 Member States and the Secretariat should implement the Action Plan for DFTA as 
attached in Annex II; 

b)	 The Secretariat should facilitate the integration of the various national online 
markets into the COMESA regional Online Market Platform to the extent possible, in 
order to facilitate the use of COMESA regimes and instruments; and

c)	 Adoption of the Draft Regulations for Implementation of the Electronic Certificate of 
Origin as attached in Annex III.

COMESA Electronic Certificate of Origin (eCO) 

29.	 The Council decided as follows:

a)	 The Secretariat should undertake situational assessments on DFTA instruments 
including eCO by 31 March 2020 and develop capacity building programmes to 
enhance the capacity of the Member States;

b)	 Member States that are ready to pilot the eCO system should communicate to the 
Secretariat their competent authorities/designated issuing authorities and details 
of focal persons who are responsible for piloting the eCO system by 30th December 
2019;

c)	 Member States that are not ready to start piloting and operationalization of the 
COMESA eCO system by 30th December 2019 should adopt the eCO system within 
one year; 

d)	 Member States should use COMESA eCO system either directly or through 
interconnection with existing eCO system or Customs Management System; and

e)	 The Secretariat should provide the necessary capacity building and awareness 
creation to Member States to implement the eCO system.

 COMESA Authorized Economic Operators (AEO) Technical Working Group (TWG)   

30.	 The Council decided as follows :

a)	 The AEO Programme should be implemented on a progressive and phased approach 
at national and regional levels;

b)	 Member States should enhance sensitization, awareness creation and capacity 
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building on the AEO programme to the MSMEs including gender aspects;

c)	 Member States should adopt a corridor approach and international value chain 
concept based on Mutual Recognition Agreement (MRA) in implementing the AEO 
Programme;

d)	 Member States who are yet to submit their on-going initiatives and programmes on 
AEO Programme to the Secretariat should do so by 30th November 2019; and 

e)	 Member States should update their AEO programme implementation status annually 
and share experiences through the Secretariat.

Draft COMESA AEO Guidelines

31.	  The Council decided as follows:

a)	 Adopted  the Draft COMESA AEO Guidelines attached hereto as Annex III;

b)	 The Secretariat should:

i)	 Develop Standard Operating Manuals for AEO Validators and post authorization 
management by 30th April 2020;

ii)	 Develop training materials on the implementation of the AEO Programme by 
30th April 2020; and

iii)	 Develop COMESA database for the national AEO programme implementation 
by 30th March 2020 and share the information with the Member States.

 Regional and National Action Plan for the Implementation of the AEO Programme

32.	 The  Council decided as follows:

a)	 Adopted the Draft Regional Action Plan to implement the COMESA AEO Programme 
attached hereto as Annex IV;

b)	 Member States should use the Regional Action Plan for implementation of COMESA 
AEO Programme;

c)	 The Secretariat should develop training manuals for AEO Programme implementation 
including AEO Validation, Risk Management, Post Clearance Audit (PCA) and other 
related areas; and

d)	 The Secretariat should organize capacity building activities including training of 
trainers on AEO Validation, Risk Management and PCA and other related areas.

e)	 Member States and the Secretariat should ensure synergies between EDF 11 
Programme and other Programmes at RECs, Tripartite and continental levels as well 
as with other relevant Partners and Stakeholders.

Implementation of Customs and Trade Facilitation Instruments from the Member States 
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33.	 The Council decided as follows:

a)	 Member States should share best practices and lessons on implementation of the 
customs trade facilitation instruments through the Secretariat, on an annual basis; 
and

b)	 Member States should adopt modern customs and trade facilitation instruments 
in line with the COMESA Treaty, CMRs and Other regulations and decisions and 
international standards with the view to enhancing harmonized and standardized 
intra-regional trade supply chain.

Development of Customs Automation Support Centre and Trade Information Portal 

34.	 The Council decided as follows:

a)	 Member States should submit their requests for assistance to  UNCTAD through the 
Secretariat and UNCTAD shall consider requests from all Member States in provision 
of assistance on trade information portals, customs automations and integration; 
and

b)	 Member States should share their updated status on customs automation and trade 
information portals, by 31 December 2019.

Updates on COMESA Capacity Building Activities in Customs and Trade Facilitation 

35.	 The Council as follows:

a)	 The Draft COMESA Training Manuals on Advance Rulings; Risk Management; and 
Post Clearance Audit and other similar guidelines and manuals should be discussed 
and validated by the technical working group of experts from the Member States by 
28 February 2020 before submission to the next meeting of the HCSC and Trade and 
Customs Committee;

b)	 Member States should use the COMESA Training Manuals and Guidelines when 
undertaking national capacity building and training activities; 

c)	 Member States and the Secretariat should work in consultation with partner 
organizations such as the WCO in creating a regional pool of accredited experts and 
trainers in customs related areas; and 

d)	 The Secretariat should support Member States in developing project proposals 
for resource mobilization to address the implementation of their Category C 
commitments under the TFA.

SIXTH COMESA ANNUAL RESEARCH FORUM 

36.	 The Council decided as follows:

a)	 Member States that do not have business innovation and incubation centers should 
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consider establishing them in partnership with universities in their countries;

b)	 The Secretariat should implement the decision of the 36th Council of Ministers that 
a budget line be identified to cater for annual research forum and other research 
activities;

c)	 The Secretariat should establish a budget line for the sub-committee on innovations 
in line with the 39th Council of Ministers decision establishing the Sub-Committee; 

d)	 Member States should explore innovative funding options for the research forum 
and innovation awards;

e)	 The young innovators in the region be invited to exhibit during COMESA trade and 
customs forums;

f)	 The Secretariat should establish an editorial team comprising the Secretariat and 
scholars from Member States to enhance review of the papers; 

g)	 COMESA in collaboration with the Universities should establish a reputable journal 
where the papers can be published;

h)	 The Secretariat should enhance the participation of the private sector and civil 
society in the research forum; 

i)	 Member States, in consultation with their universities, should consider adopting an 
entrepreneurial University approach; and 

j)	 COMESA should  develop a regional framework to support innovation.

COMESA Infrastructure Fund 

37.	 The Council decided as follows:

a)	 A dedicated Technical Committee meeting should be held on the implementation 
of the decisions of the COMESA Fund Ministerial Committee on the COMESA 
Infrastructure Development Fund; and

b)	 In event that the meeting of the joint Committee of Ministers of Finance and Central 
bank Governors is held in the first quarter of 2020, the above matter should be tabled 
for consideration.

COOPERATION WITH DEVELOPMENT PARTNERS 

38.	 The Council decided as follows:

a)	 Commended the Secretary General for presenting the report on Cooperation with 
Development Partners  the Inter-Governmental Committee, for the first time; and 

b)	 Directed the Secretariat to ensure that the next report include more details pertaining 
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to the development partner, the amount of funds mobilized, the areas of support, the 
amount disbursed and the absorption rates among others. 

TRANSPORT, COMMUNICATIONS, INFORMATION TECHNOLOGY AND ENERGY

Transport

Policy and Regulatory Harmonization 

39.	 The Council decided as follows:

a)	 Member States should Domesticate and harmonize  regional transport policies; 

b)	  Member States should benchmark international best practices in order to uphold 
safety; and 

c)	 Member States should sign the Solemn Commitment to the implementation of the 
Yamoussoukro Decision (YD) towards establishment of a single African Air Transport 
Market (SAATM).

TRANSPORT FACILITATION

a) 	 Air Transport - Civil Aviation

COMESA Air Transport Liberalization 

40.	 The Council decided as follows:

a)	 Member States should fast track the implementation of the Single African Air 
Transport 	 Market; and

b)	 Member States should review their Bilateral Service Agreements to comply with 	
SAATM requirements. 

Directors of Civil Aviation

41.	 The Council decided follows:

a)	 The Directors of Civil Aviation should consider and agree on the best option of 
establishing the COMESA Seamless Upper Airspace; and

b)	 The Directors of Civil Aviation should agree on activities to support the objectives of 
the Seamless Upper Airspace Project to be funded by unused funds from the project.

b) 	 Surface - Road Transport Facilitation 

42.	 The Council decided as follows:
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a)	 Secretariat should conduct a study to establish new road user charges to be levied by 
Member States by the end of 2020; and

b)	 The road user charges should be harmonized across the Tripartite in view of 
overlapping membership in collaboration with the AUC in view of the CFTA that has 
been established.

The Traffic Light System (TLS) - Efficient monitoring system design and implementation 

43.	 The Council decided as follows:

a)	 The COMESA Secretariat, working in conjunction with AUDA-NEPAD, should assist 
Member States to address logistics challenges;

b)	 The COMESA Secretariat should report on the rankings of border posts and to 
recommend corrective action; and

c)	 Member States and the COMESA Secretariat should work with the AUDA-NEPAD 
Move Africa Logistics Initiative to improve border management processes through 
OSBPs and e-logistics IBM.

Tripartite Transport and Transit Facilitation Programme 

44.	 The Council decided as follows:

a)	 Member States who have not yet fully participated in the TTTFP and those who have 
not yet nominated dedicated Focal Persons and alternates to be assigned to the 
programme should liaise with the TTTFP PMU and coordinate the execution of the 
Implementation Action Plan (IAP); 

b)	 Member States should continue the submission of Technical Assistance Requests 
for the duration of the programme in line with the project design procedures;

c)	 Member States should adhere to regionally agreed instruments and standards, 
in particular the maximum permissible mass on axle/axle unit and vehicle 
or combination of vehicles as agreed in the Third Meeting of the Ministers of 
Infrastructure in Djibouti on 28 October 2009; and

d)	 The Tripartite Transport and Transit Facilitation Programme (TTTFP) should be 
requested to perform a survey on the various road user charges levied in all Member 
States and document the current practices before convening a workshop to review 
and establish the way forward on the harmonization of road user charges as directed 
by the Ministers.

Management and Maintenance of Road Infrastructure 

45.	 The Council decided as follows:

a)	 Member States that have not yet established dedicated Road Funds be urged to do so;

b)	 Member States be urged to involve the private sector in development and management 
of roads through public private partnerships(PPP); and
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c)	 Member States should take advantage of the blending of funding opportunities 
offered under EDF11.

Railways Operations and Management

46.	 The Council decided as follows:

a)	 Member States should put in place transport policies to promote modal shift from 
road to rail while maintaining multimodal interconnected transport system;

b)	 Member States should give priority to railway infrastructure development to address 
capacity challenges;

 c)	 COMESA Secretariat, working jointly with SADC, should undertake a study to 
establish an integrated regional railway system and promoting railway reforms to 
improve efficiency;

d)	 Member States should promote Public Private Partnerships (PPP) in the development 

	 of railway infrastructure and management;

e)	 Member States should develop integrated railway development plans to promote 
seamlessness and connectivity; and

f)	 The Tripartite RECs (COMESA, EAC and SADC) should develop a Tripartite Railway 
Master Plan.

Corridor Development and Management 

47.	 The Council decided as follows : 

a)	 Djibouti Corridor Agreement should be signed to facilitate the establishment of 
Djibouti Corridor Authority;

b)	 Port Sudan Corridor Agreement and institutional governance structure should be 
finalised; and

c)	 COMESA Secretariat should mobilize resources for implementation of various 
corridor projects and programmes.

One-Stop Border Posts (OSBP) 

48.	 The Council decided as follows: 

a)	 Member States should adhere to agreed OSBP procedures and processes;

b)	 Member States should implement Smart Borders in agreed border posts;

 c)	 Member States should implement Integrated Border Management (IBM) to promote 
national and regional coordination and cooperation among all relevant authorities 
and agencies; and

d)	 Member States should submit updated sectorial data to the Secretariat.
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Maritime Transport and Logistics

49.	 The Council decided as follows:

a)	 COMESA Coastal Member States should offer land to landlocked countries to develop 
dry ports in their coastal port areas;

b)	 Member States should submit updates on transport developments to COMESA 
Secretariat twice per year; 

c)	 COMESA Member States should adopt an integrated approach to logistics;

d)	 COMESA Member States should adopt and apply COMESA Trade and Transit 
Transport Facilitation instruments;

e)	 Member States should build their capacity in logistics services;

f)	 COMESA Member States should explore establishment of shipping lines including a 
regional shipping line; and

g)	 COMESA Secretariat should develop an action programme on logistics taking into 
consideration existing studies.

Inland Water Transport Establishment of a Navigational Route between Lake Victoria and the 
Mediterranean Sea (VICMED) Project 

50.	 The Council decided as follows:

a)	 The COMESA Secretariat should expedite the study on the possibility of establishing 
Ro-Ro facilities on Lake Tanganyika; and

b)	 Member States should support capacity building programmes in Inland Water 
Transport. 

INSTITUTIONAL CONNECTIVITY

Air Transport Programme to be funded Under 11TH EDF 

51.	 The Council decided as follows ::

a)	 Member States should support implementation of the program by providing requisite 
information; and

b)	 Identify national projects requiring financial support.

Establishment of Djibouti Corridor Authority 

52.	 The Council decided as follows:

a)	 Djibouti Corridor States should sign the Agreement expeditiously to pave way for the 
establishment of the Djibouti Corridor Authority; and
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b)	 COMESA Secretariat should engage corridor Member States to address their 
concerns. 

Establishment of Port Sudan Corridor Authority

53.	 The Council decided that Port Sudan Corridor States should finalize and sign the Corridor 
Agreement to pave way for the establishment of Port Sudan Corridor Authority.

Establishment of COMESA Railways Association Decision

54.	 The Council decided that the establishment of the Railways Association be implemented at 
the Tripartite level. 

ENERGY

Policy and Regulatory Harmonization

55.	 The Council decided as follows:

a)	 The COMESA Secretariat should undertake a study to review and update the COMESA 
Model energy policy by the end of 2020 and thereafter review regularly;

b)	 Member States should submit their Technical Assistance (TA) requests; and

c)	 The COMESA Secretariat should present details of available technical assistance 
under EDF11 to Member States. 

Infrastructure Connectivity

56.	 The Council decided as follows:

a)	 Member States should fast track the implementation of power interconnectors to 
increase power trade in the region; and

b)	 The Secretariat should  work with member states to formulate energy projects that 
would be submitted for funding to financing agencies such as Africa Renewable 
Energy Initiative (AREI). 

Institutional Connectivity

Regional Association of Energy Regulators for Eastern and Southern Africa (RAERESA) 

57.	 The Council decided as follows:

a)	 Member States be urged to participate in the forthcoming consultative workshops; 
and

b)	 Eswatini and Tunisia are urged to join RAERESA.
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Cooperation with Egypt on Capacity Building for Member States in Electricity and Renewable 
Energy Issues 

58.	 The Council decided that Member States that had not yet submitted nominations of their 
candidates should do so.

Petroleum Subsector 

59.	 The Council decided as follows:

a)	 Member States should explore potential bilateral cooperation in the area of technical 
capacity exchange programs and petroleum trading in the near future; and

b)	 directed that in future, the Secretariat should not use data from third parties but 
rather use data from the Member States.

INFORMATION AND COMMUNICATIONS TECHNOLOGIES (ICT) POLICY AND REGULATORY 
HARMONISATION 

60.	 The Council decided that the Secretariat should convene a stakeholder meeting on COMTEL 
where the study Report on the viability of COMTEL project will be presented.

Institutional Connectivity 

61.	 The Council decided as follows:

a)	 The COMESA Secretariat and Rwanda should expedite the setting up of the ARICEA 
Secretariat and Regional Cyber Security Centre;

b)	 Finalize Host Agreement by end of September 2019; and

c)	 Detailed Report on the delays to operationalize ARICEA Secretariat and Regional 
Cyber Security Centre should be submitted to the next ARICEA AGM.

Committee for ICT 

62.	 The Council decided that Secretariat should be preparing a balanced agenda covering the 
three sub-sectors for all meetings. 

INFORMATION TECHNOLOGY

Videoconferencing Facility for Online Meeting 

63.	 The Council decided as follows:

a)	 Member States should expedite the clearance of the shipment to facilitate setup and 
installation of the video conference facility; and 

b)	 Member States should ensure that the pre-requisites are met and send confirmation to the 
Secretariat prior to the technical team visit.
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AFRICA INFRASTRUCTURE KNOWLEDGE PROGRAMME (AIKP)

64.	 The Council decided as follows :

a)	 COMESA Member States should  ensure their full participation in the AIKP data 
collection, validation and analysis, through their national sectoral ministries and 
with assistance of AfDB and COMESA Secretariat;

b)	 The COMESA Secretariat should deepen capacity building on the AIKP data processes 
cycles in Member states in collaboration with AfDB; and

c)	 The COMESA Secretariat in collaboration with AfDB should assist Member states 
to establish and strengthen Management Information Systems (MIS) in sectoral 
ministries as sources of AIKP data.

KEY COMESA INFRASTRUCTURE PROGRAMMES – PRIORITY FOR FUNDING 

65.	 The Council decided as follows:

a)	 The key priority infrastructure programmes should be presented to the Convergence 
Council;

b)	 Member States should submit projects, with a regional dimension, to the COMESA 
Secretariat which should be included in the Infrastructure database; and

c)	 Member States should submit updated information on the priority infrastructure 
projects.

ACTION PLAN OF THE COMESA INDUSTRIAL STRATEGY 

66.	 The Council decided as follows:

a)	 Member States should integrate activities of the Regional Action Plan into their 
National Industrial Development Plans for implementation; 

b)	 Member States should allocate budgets to implement their industrial development 
plans in synergy with the regional activities, and in line with the Third Industrial 
Development Decade for Africa (IDDAIII); 

c)	 The Secretariat should facilitate mobilization of financial and technical resources 
required for implementation of the regional action plan. 

INDUSTRY

Regional Guidelines on Local Content Policy 

67.	 The Council decided as follows:

a)	  Member States should establish mechanisms for greater collaboration in the development 
of sustainable value chains in order to increase intra-regional  trade in manufactured 
goods;
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b)	 Member States should use the regional guidelines for developing/reviewing their Local 
Content Policy Frameworks; 

c)	 Member States should learn from each other through experience sharing on Local Content 
with the Secretariat support; and

d)	 the Secretariat should facilitate Member States in the formulation and implementation of 
local content programmes. 

BLUE ECONOMY

 68.	 The Council decided as follows: 

a)	  Member States should appropriately prioritise the blue economy in the COMESA 
region; 

b)	  The Secretariat should put in place and strengthen concrete Programmes on the 
Blue Economy including, sustainable ocean space management, protection of the 
marine environment, awareness creation and maritime security;

c)	 The Secretariat should mobilise resources for the Blue Economy; and 

d)	 COMESA should establish a technical committee on the Blue Economy to spearhead 
its implementation.
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ANNEX I

Action Plan – COMESA Digital FTA Instruments

(the 5TH HCSC, Oct. 2019)

Instrument Description Start date  End date  Status 

I.	 E – Trade

Online 
COMESA 
Market

To build an inclusive platform for COMESA region traders. The purpose of plat-
form will be to facilitate traders to trade online, do business freely, easily, openly, 
and fairly which is fundamental to the economies of COMESA member states over 
the coming years. The platform will eliminate physical boundaries, inclusive of 
preferential tax regimes and making COMESA 21 member states into one digital 
market. This will improve intra trade and enable traders to trade without barriers.

The following online market structure is proposed: -

Traders will be able to display their online shops with Products under their re-
spective countries.  

All tax concessions relating to each country will be applied during an online pur-
chase among 21 member states making it a real digital free trade Area.  

The following Trader registration structure is proposed: -

Products are to be inspected and quality assured along with the certificate of 
origin prior to registering traders to be online traders. This will be done by the 
respective organisation responsible for registering online traders in each country.  

All registered freight forwarders that are to be listed in the COMESA online mar-
ket. It will be mandatorily to use existing COMESA instruments such as, Yellow 
Card system etc. This will be a prerequisite prior to registering of freight forward-
ers.

1/06/2019 30/01/2020 Tendered on 
COMESA Website 
calling applicants 
to develop the 
system

Improve and 
provide data 

To design and build a Mobile Application to collect information about informal 
Cross border traders.

1/6/2018 1/3/2019 Done 

I.	 E- Logistics
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Action Plan – COMESA Digital FTA Instruments

(the 5TH HCSC, Oct. 2019)

Instrument Description Start date  End date  Status 

integrated 
digital 
e-Services 
-Single 
window 
(Customs, 
Immigra-
tion, 

Taxation, 
Import ex-
port permits, 
Company 
registration 
etc.)  

platform to 
access ser-
vices related 
to trade  

A single window is a facility that enables cross-border traders/Freight handlers to 
submit standardized information and documents online at a single point with-
out visiting multiple organizations. Single window platform will be connected 
to related competent authorities such as customs, immigration and taxation etc 
virtually limiting time taken to visit these organisations physically.  

Many countries have implemented single window systems among COMESA mem-
ber states.  An analysis will be done to gather information relating to countries 
that will require assistance in this regard 

Activity 

Carry out a feasibility study and a gap analysis for all countries

Implement single window for 21 countries based on gap analysist 

01/8/2019 Terms of reference 
completed 



28

OFFICIAL GAZETTE - Vol. 24

ANNEX I

Action Plan – COMESA Digital FTA Instruments

(the 5TH HCSC, Oct. 2019)

Instrument Description Start date  End date  Status 

Smart bor-
der Queue 
manage-
ment and 
Self Exit 
system 

Design and implement smart borders

The border queue management service is an ICT-based tool that lets car and truck 
drivers reserve 

time slots for passing through border checkpoints, thereby eliminating the need 
for physical queueing. This system will change the physical queue into a virtual 
queue. This service is planned to deliver as an e- service through the internet 
and also will be available as a self-service through kiosks.  This system Will be 
designed to operate border queues.  

The functionality of paying vehicle taxes online will be incorporated to this ser-
vice,  

Details Such as passenger details including electronic copies of passports, vehicle 
number and registration details ,  transit  note details if Carrying goods and insur-
ance details plus vehicle tax payment will done online.  

Activity

Develop and design smart borders

Develop a system for queue management 

Purchase kiosks 

Purchase self-exit gates

Purchase display screen

1/2/2019 Ongoing

Implemen-
tation of an 
export/Im-
port permit 
system

Electronic Sanitary and Phytosanitary System (eSPS)

Electronic health/agriculture and other related certificate of inspection 

All other related Competent authorities 

1/6/2019
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Action Plan – COMESA Digital FTA Instruments

(the 5TH HCSC, Oct. 2019)

Instrument Description Start date  End date  Status 

Yellow card 
system 

Yellow card Insurance system is an existing COMESA Instrument. This system 
will be modified to sell yellow cards online making it possible for the availability 
of yellow cards on a 24/7 basis.  This will cut down the time of waiting for insur-
ance brokers to open their outlets making it available to customers any time.

01/01/2020 - Yet to start

Online 
Certificate 

of Origin – 
Regional  

COMESA 

database for 
certificate of 
origin  

Online certificate of Origin will help member states to validate whether the certifi-
cate of origins are valid or not.  

Making it more secured and transparent.

Activity

Implementation and sensitization in member states    

1/05/2019 1/6/2019 Done

Universal documents  

Air Waybill 

Commercial Invoice 

Confirmation of Insurance 

Packing List 

Proforma Invoice 

National documents 

Single Administrative Document 

Certificate of Clearance 

Certificate Of Origin 

Many countries have implemented customs e-services among COMESA member 
states.  An analysis will be done to gather information relating to countries that 
will require assistance in this regard 

Activity 

·	 To create a regional customs and trade portal 

·	 Carry out a needs assessment for Review existing customs process flows

·	 Modernize ASYCUDA world to deliver online services
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ANNEX I

Action Plan – COMESA Digital FTA Instruments

(the 5TH HCSC, Oct. 2019)

Instrument Description Start date  End date  Status 

Improve and re-
engineer

customs process flows 
in member states to 
deliver Efficient and 
faster services.  

    

Improve, standardize and re-engineer customs process flows, providing all 
related Universal, Regional and National customs documents online.

The primary objective is to facilitate the adoption of a COMESA Customs 
Portal to increase the operational capacity of Customs Administrations and 
reduce cost of doing business in the region.  

01/06/2019 Project Initiated 

The proposed solution is a Regional Centre of Customs Facilitation with the 
following features: 

a)	 Create a Regional Centre’s environment hosted by COMESA; 

b)	 The Regional Customs environment to use replication services to 
automatically update the information of each member country; 

c)	 Create a Customs Portal able to handle electronic documents 
compatible with ASYCUDA, following each country configuration; 

d)	 Develop validation schemes (in the portal) to comply with each 
country’s regulatory requirements; 

e)	 Create conditions to pre-validate external users eventually requiring 
access to ASYCUDA in each country; 

f)	 COMESA Customs Portal to be eventually used by regional and global 
stakeholders (under defined protocols). 

Make available e-services/E documents  

online Bill of entry, online Transit forms online Manifests for air and sea 
cargo online Payments Etc.

01/06/2019
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ANNEX I

Action Plan – COMESA Digital FTA Instruments

(the 5TH HCSC, Oct. 2019)

Instrument Description Start date  End date  Status 

Universal documents  

Air Waybill 

Commercial Invoice 

Confirmation of Insurance 

Packing List 

Proforma Invoice 

National documents 

Single Administrative Document 

Certificate of Clearance 

Certificate Of Origin 

Many countries have implemented customs e-services among COMESA 
member states.  An analysis will be done to gather information relating to 
countries that will require assistance in this regard 

Activity 

·	 To create a regional customs and trade portal 

·	 Carry out a needs assessment for Review existing customs process 
flows

·	 Modernize ASYCUDA world to deliver online services
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ANNEX I

Action Plan – COMESA Digital FTA Instruments

(the 5TH HCSC, Oct. 2019)

Instrument Description Start date  End date  Status 

Improve 
and re – 
engineer 
Immigration 
process 
flows in 
member 
states to 
deliver 
Efficient 
and faster 
services. 

Make available e-services  

Online lodgment of travel documents and validation 

Many countries have implemented immigration e-services among COMESA mem-
ber states.  An analysis will be done to gather information relating to countries 
that will require assistance in this regard 

Activity 

Carry out a needs assessment for Review existing immigration process flows 

Modernize immigration systems to deliver online services

 1/08/2019 Yet to initiate 

II.	 E – legislation

Modernise 
existing 
laws in 
member 
states to fa-
cilitate Digi-
tal transac-
tions, Digital 
Signatures 
etc. 

Legalise digital transactions, digital documents, E-payment and digital signatures 
Electronic transactions act, Computer misuse Act, Cyber security Act, Etc. 

 Many countries have modified exiting laws to accommodate digital transactions 
among COMESA member states.  An analysis will be done to gather 

information relating to countries that will require assistance in this regard 

Activity

Carry out a feasibility study

Start date  End date  status 
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ANNEX I

Action Plan – COMESA Digital FTA Instruments

(the 5TH HCSC, Oct. 2019)

Instrument Description Start date  End date  Status 

Improve and 
simplify 
regulatory 

processes 
for some 
of The 
key trade 
facilitation 
areas  

Improve regulatory processes for the following  

Faster customs 

Faster import export permits Faster Cargo clearance 

Faster Immigration processes

Activity 

Carry out a feasibility study   and recommend modernization procedures. 

 1/08/2017 - A survey has been 
conducted to 
know the status 
of existing related 
Laws in Member 
States  
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Annex II DRAFT REGULATIONS

FOR IMPLEMENTATION OF THE COMESA ELECTRONIC CERTIFICATE OF ORIGIN

Considering that the Treaty Establishing the Common Market for Eastern and Southern Africa 
(COMESA), Article 48, provides that goods shall be accepted as eligible for Common Market 
preferential tariff treatment if they originate in the Member States as it is set out in the Protocol 
on Rules of Origin annexed to the Treaty.

Considering that in the Common Market Customs Management Regulations (CMRs) the COMESA 

Member States agreed under the provisions of Regulations 55 for the Use of Information Technology; 
56 for Data-processing Techniques; 57 for Electronic Signatures, Related Certificates and their 
Admissibility in Evidence; 58 for Use of Data-processing Technique in Customs Declaration; 59 
for Powers to Inspect Documents and Records Stored Electronically; and regulation 150 for the 
provisions applicable to electronic declaration as it is stipulated in the CMRs, it is necessary 
to establish regulations for implementation of the electronic certificate of origin system in the 
region.

Noting that the electronic certificate of origin (eCO) assists in keeping pace with the rapid 
worldwide shift to e-business, and many international Chambers of Commerce and Industry are 
now issuing eCO, completed with digital rubber stamp and signatures, to provide CO in a secured 
documentation environment.

Aware that implementing the eCO system is necessitated to facilitate and provide secured trade, 
through online data exchange and integration, reduce paperwork, minimize data inaccuracy and 
forgery through online data sharing and tracking.

Considering that the issue related to Certificate of Origin is one of the most frequent reported 
as non-tariff barriers by Members States and that demands solution by a regional approach of 
automating the manual process of exporters registration, application and issuance and verification 
of CO in line with the provisions under the COMESA Protocol on rules of origin.

Recalling the Thirty-Second Council of Ministers decision that the Member States that are ready 
to accept and use the eCO should do so by 31 July 2014and Member States whose legal systems 
do not provide for e-COs to enact enabling laws as soon as possible with the view to replace the 
manual Certificate of Origin with the electronic certificate of origin (eCO).

Taking into account that the exporters registration is one part of the protocol that needs standard 
and uniform procedures of registration in the Member States that enables them easily to exchange 
related data and facilitate trade, designing and developing regional automation system for 
exporters registration is found necessary.

Affirming that the Member States are willing and ready to implement the eCO including online 
registration of exporter, online application and issuance and verification of CO process, this 
regulations for implementation of the COMESA eCO in Member States shall be in line with the 
Protocol of Rules of origin:



35

NOW THEREFORE

It is HEREBY AGREED to implement the eCO system as follows:

Part I Interpretations and General Provisions

Article 1 Interpretations

For the purposes of this regulation:

“Application for Exporter Registration form” means a form including the relevant supporting 
documents required for registration used by the exporter or his authorized representative 
applicant to apply for exporter registration and to get the approval letter of registration from the 
designated issuing authority.

“Approval letter of registration” means letter of approval with a unique exporter’s registration 
number issued manually or electronically by the designated issuing authority for registering the 
exporters who wish to export to Member States under the COMESA preference regime.

“Certificate of Origin (CO)”means the specified form identifying goods, in which the authority or 
body empowered to issue it certifies expressly that the goods to which the certificate relates to 
originate in a specific country, and which may include a declaration by the producer, supplier, 
exporter or other competent person.

“CMR” refers to the specific Common Customs Management Regulation as agreed by the COMESA 
Member States.

“Data “means any information recorded in a form in which it can be processed by equipment 
operating automatically in response to instructions given for that purpose.

“Designated issuing Authority” means the Competent authority of the exporting Member State 
designated by the Government to register the exporter and issue a COMESA CO and notified to all 
the other Member States in accordance with the provisions of the protocol on Rules of Origin and 
this regulation.

“Digital Signature” refers to a digital code (generated and authenticated by public key encryption) 
which is attached to the electronically transmitted certificate of origin to verify its contents and 
the sender’s identity.

“Electronic Certificate of Origin (eCO)” means a Certificate of Origin that is structured electronically 
in accordance with the Protocol, issued electronically by the designated issuing authority and is 
transmitted electronically between Member States via the Web-based eCO system in accordance 
with the security provisions and procedures specified in this regulation.  “Electronic Signature” 
refers to scanned image of the physical signature as provided.

“Exporter’s Registration Number” means a unique reference number issued to the registered 
exporter by the designated issuing authority in accordance to the procedures of registration 
stipulated in this regulation of eCO implementation and the provisions in procedures manual of 
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the protocol.

“Imported materials” means non-originating materials which are imported from outside the 
COMESA region and include materials whose country of origin cannot be determined.

“Harmonized System or HS code’’ means the International Convention on the Harmonized 
Commodity Description and Coding System developed by the World Customs Organisation.

 “Local materials” means originating materials or domestic materials which have been produced 
in any of the Member State and meet the requirements of the COMESA Rules of Origin.

“Member State” means a Member State of the Common Market for Eastern and Southern Africa.

“Materials” means raw materials, semi-finished products, products, ingredients, parts and 
components used in the production of goods;

“Origin Criteria” means any of the five independent origin criteria for the goods to be considered 
as originating in a Member State as it is stipulated in the protocol.

“Produced” and “a process of production” include the application of any operation or process 
except for any operation or process as set out in Rule 5 of the Protocol.

“Producer” means a natural or legal person who includes a mining manufacturing or agricultural 
enterprise or any other individual grower or craftsman who supplies goods for export.

“Procedures manual” refers to the manual which provides guidance on the implementation of the 
protocol on the rules of origin for products to be traded between the member states of COMESA 
which is prepared by the Secretariat and as revised in accordance with the with Treaty and the 
Protocol on Rules of Origin.

“Protocol” means the Protocol on Rules of Origin for Products to be traded between the Member 
States of the Common Market.

“Re-exportation Certificate of Origin” means an eCO issued by an intermediate exporting Member 
State based on the Certificate of Origin issued by the first exporting Member State based on an 
online application using the eCO system made by the re-exporter in the second exporting Member 
State.

“Regulation” refers to this regulation for implementation of the COMESA Electronic Certificate of 
Origin.

“Retrospective Certificate of Origin” means an eCO issued retrospectively after the exportation of 
the products in response to an online application using the eCO system from a registered exporter 
to the designated authority stating the reasons for such an issue.

“Registered Exporter” means an exporter or re-exporter who is in a Member State and is registered 
with the competent authorities of that Member State for exporting or re-exporting originating 
products under the COMESA preferential tariff regime to other Member States. 



37

“Secretariat” means the Secretariat of the Common Market established by Article 7 of the Treaty.

“Simplified Certificate of Origin” means the certificate of origin issued by the designated issuing 
authority under the special trade regime to facilitate small-scale cross border traders who export 
originating goods of a commercial nature valued at an agreed threshold to benefit from preferential 
tariffs using a simplified form in accordance to the ANNEX VI of the protocol.

“Technical Implementation Guideline” means a compilation of technical procedures and 
explanations of the eCO System which explains relevant technical architectural and business 
functionalities details and formalities for the effective implementation of the eCO system, to 
be adopted and updated in line with internationally accepted standards and new technology as 
deemed appropriate by the Member States.

“Treaty” means the Treaty Establishing the Common Market for Eastern and Southern Africa.

Article 2 General Provisions

1.	 All electronic procedures related to the electronic certificate of origin provided for in 
this procedure for implementation of the COMESA eCO shall have equal legal status 
with the manual procedures of certificate of origin as specified in the protocol.

2.	 Unless otherwise specified in this Procedure, the provisions of the Protocol and its 
implementation procedures shall also apply to the processing of online exporters 
registration and eCO.

3.	 The implementation of data processing techniques related registration of exporters; 
application and issuance of eCO shall be via the web-based COMESA eCO system in 
accordance with the regulation 55 of the CMR.

4.	 The use of electronic or digital signatures and stamps by the exporters or his 
authorised applicants as well as by the designated issuing authorities or customs 
authorities is applied in the eCO system in accordance with the regulation 57 of the 
CMR and as defined in this regulation.

5.	 The eCO system shall be developed in all official languages (English, French and 
Arabic) approved by the Council.

Part II Scope and coverage

Article 3 Scope

1. 	 The provisions of this Procedure of Implementation of the COMESA eCO System shall govern 
the procedures and operations related to the electronic exporter’s registration, application 
and issuance process and verification of Certificate of Origin using the COMESA eCO system 
in all Member States.

Article 4 Coverage

1.	 This Regulation shall be applied in all types of Preferential certificates of origin 
including Certificate of Origin (standard or normal), Retrospective Certificate of 
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origin, ReExportation certificate of origin, and Simplified certificate of origin.

2.	 This Regulation does not cover procedures related to non-preferential Certificate of 
Origin and informal cross border traders.

Article 5 Model of the eCO system

1.	 Member States shall use the web-based eCO system based on the Conceptual Model 
of eCO layout as it appears in the technical implementation guideline, as attached 
with in Annex (a).

2.	 Notwithstanding the above paragraph 9, Member States shall have the option to 
integrate their own systems with or use the COMESA eCO system based on the 
Conceptual Model of eCO layout as it appears in the technical implementation 
guideline, as attached with in Annex (a), or se the COMESA eCO System.

3.	 The eCO system shall contain at least the following functionalities:

a.	 Users access and role authorization management;

b.	 Guide and references that may include:

i.	 System users’ profiles and database administration; 

ii.	 Legal references such as the Treaty, protocol, CMR, and relevant 
procedures manual;

iii.	 Database of Registered exporters and Specimen of their electronic 
signatures;

iv.	 Database of Designated issuing authorities including their Names and 
Specimen of their electronic Signatures;

v.	 Database of contact persons of customs authorities including their 
address;

vi.	 List of goods of particular importance to the economic development of 
the Member States;

vii.	 eCO technical implementation guideline for users; 

viii.	 Other necessary documents and forms.

c.	 Process of registration	 of	 users	 of	 the	 eCO system;

d.	 Process	 of	 Application	 and	 approval	 o f 	
exporter’s registration;
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e.	 Process of Application	  and issuance of	eCO by the designated issuing 
authority;

f.	 Process of Verification by the importing	 country;

g.	 Process of search engine for the eCO and related information based on the 
access provided with	 the users;

h.	 Process of Access to View and	print out	 the eCO	by relevant persons;

i.	 Process of system user(s) personal profile(s) management;

j.	 Process of news, updates and	 periodical reports	 e l e c t r o n i c a l l y 
distributed to	users.

4.	 The eCO system shall be developed and upgraded as necessary based on international 
standards and best practices in line with the Treaty, CMRs and the Protocol and shall 
take in to account the interoperability with other automated customs management 
systems and Electronic Single Window used by the Member States.

5.	 The secure infrastructure for the eCO system shall follow international standards 
and best practices of development of web-based data exchange system with features 
such as confidentiality, data integrity, authenticity and non-repudiation.

6.	 For the purpose of the eCO system, Member States shall, align data information 
parameters, for exporter’s registration, application and issuance as deemed 
appropriate of eCO as well as verification of eCO, to the relevant international 
standards in line with the protocol and other COMESA instruments and tools.

Part III Exporter Registration

Article 6 Process of Application and Approval for Exporter Registration

1.	 Any company located in a Member State wishing to export to other Member States 
under the COMESA preference regime should be registered with the relevant 
designated issuing authority in the exporting Member State using the eCO system.

2.	 The CO online registration process shall be as follows:

a)	 The exporter from the exporting country shall use the web-based eCO system to 
complete and submit the Exporter Registration Form by entering all the required 
information, upload electronic signature and image of stamp as well as supporting 
documents to register as an approved exporter using the eCO system;

b)	 Whereas the online application is not possible, the Exporter shall apply using the 
registration form as attached in Annex (b) herewith this regulation and submit it to 
the designated issuing authority;

c)	 Upon approval by the designated issuing authority, the eCO systems hall send an 
automatic message notification to the email address of the Applicant notifying them 
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of receipt of their application. The email notification shall include at least the details 
of application submission identification number and the date of acceptance so that 
the Exporter could follow up the status of registration approval using the submission 
number;

d)	 In case the application is not feasible electronically, the designated issuing authority 
shall accept manual application and subsequently enter all the required data into 
the eCO system as received from the applicant;

e)	 The exporter, using the submission identification number, shall have access to the 
eCO system to check the status of the process of approval of registration;

f)	 The designated issuing authority shall verify the application for registration 
summited by the applicant;

g)	 If applicable, the designated issuing authority can collect appropriate payments 
associated with registration service charges from the applicant using online 
payment system or available payment procedures in the Member State;

h)	 Once the application is approved by the designated issuing authority, the eCO 
systems hall:

(i)	 issue a Registration approval letter to the Exporter with a unique Exporter’s 

registration number and date of registration and date from which the 
registration is valid;

(ii)	 send a notification message of the result of verification and the Registration 
Approval letter to the Exporter’s Contact email address or other similar 
communication channels via the eCO system; and

(iii)	 set the exporter as the approved exporter registered user for eCO system.

i)	 The Registration approval letter issued by the designated issuing authority and 
generated by the eCO system shall contain at least:

(i)	 The Exporter’s details;

(ii)	 The Exporter’s registration number with alphanumeric format like COMESA 
+ Country Code + Sequential order of registered exporters in that country. For 
example: COM-ZM000001;

(iii)	 Date of registration of the exporter with the format ddmmyyyy (dd=day, 
mm=month, yyyy=year); and

(iv)	 Validity or renewal date of the Designated issuing authority name and 
signatures

j)	 Once the exporter has received the approval letter, the exporter shall get login access 
rights to use the eCO system and to create/amend his/her username and password 
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automatically as well as submit online application for issuance of certificate of origin 
using the eCO system;

k)	 The designated issuing authority shall have access to the eCO system to modify and 
update registration data as well as revoke registration an exporter.

3.	 The online Exporters Registration form described in the eCO system shall include, 
but not limited to:

a)	 Exporter Details (Name, TIN, and Address);

b)	 Exporter Contact person details (Name, Designation and Address);

c)	 Exporter’s Authorized Applicant (s)details (including Name and his specimen 
of signature);

d)	 Type of business (manufacturer/ producer; or supplier/distributer);D

e)	 State nature of business (company; manufacturer; sole proprietor; supplier/ 
distributor);

f)	 Intended Markets or Country to export the products;

g)	 Details of the Producer/Manufacturers who supply the Exporter with the 
goods, if the Exporter is not Producer;

h)	 Details of final good(s) intended to be exported under the COMESA preferential 
regime to other Member States including the HS Code, Quantity and Value;

i)	 Production cost analysis statement (including materials description, origin, 
HS Code, Value, Quantity, name of suppliers of materials, and other production 
costs) of imported and local materials as well as labour, overhead factory cost, 
etc., used in production of the final good intended to export;

j)	 Consent of exporter to the publication of his data on the public website using 
the eCO system;

k)	 Name and address of the Designated Issuing Authority’s office where the 
exporter is submitting his/her application;

l)	 Undertaking or Declaration by the Exporter/Authorized Applicant.

4.	 Companies applying for exporters registration using the eCO system, shall upload 
and submit the following supporting documents:

a)	 Company or Business Registration Certificate;

b)	 Taxpayer Identification Number (TIN/PIN) Certificate;

c)	 Currents relevant sector certificate (e.g. production operation license or 
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Mining License for minerals);

d)	 Company letterhead and duly endorsed nominating officer that will apply 
for certificates on behalf of the company. (Authorised Signatory or Applicant 
registration letter);

e)	 Letter of award/agreement/Appointment between Exporter and producer (if 
exporter is not producer);

f)	 Copy of ID or Passport Card of the Exporter or the Authorised Applicant of the 
Exporter;

g)	 Approved company information and seal or Stamp;

h)	 Digital Signature Certificate and stamp;

i)	 Production Cost Analysis Statement Sheet as attached here with in Annex (c) 
which must be supported with the necessary supporting documents such as 
invoices and import declarations for imported raw materials, wage bills for 
labour, factory overhead costs and other relevant cost bills as appropriate and 
approved by the producer’s signature and stamp;

j)	 Enter the specific qualifying criterion under Rule 2 of the Protocol;

k)	 Production process flow chart that is indicated by the producer’s signature 
and stamp;

l)	 Catalogue or brochure of the products intended to export;

m)	 Letter of undertaking by the Exporter to use the eCO system under the Terms 
and Conditions of the system;

n)	 Other relevant supporting documents, as required by the competent 
authorities.

5.	 The Registered Exporters shall keep their username and password confidentially 
and use it properly as per terms and conditions set out in the eCO system.

6.	 An importer in a Member State who wishes to import goods from another Member 
State under the COMESA Preferential trade regime should be able to verify the 
validity of the registered exporter number of the registered exporter in that country, 
using the eCO system.

Article 7 Renewal and Revocation of registered Exporters in the eCO system

1.	 The registered exporter has the right to edit/renew and withdraw its registration 
using the eCO system provided that other related national legislation and procedures 
are fulfilled. 
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2.	 Subject to national laws, the registered exporter must renew its registration status 
periodically in not more than5 years. To this end, the eCO system shall send a 
reminder message to the exporter via email or compatible channels to renew his/
her approval letter for registration status.

3 	 Notwithstanding the above provision, the Registered Exporter shall promptly renew 
or update his registration using the eCO system if there is any change of information 
submitted during his/her first registration at any time before the 5 years of renewal.

4.	 The database of registered exporters on the eCO system should be updated regularly 
by the designated authority so that the relevant users from customs authorities 
of the exporting Member State and of other Member States be informed of those 
changes using the eCO system.

5.	 The designated issuing authority in Exporting Member State shall revoke the 
registration from the eCO system if the registered exporter:

a)	 no longer exists;

b)	 no longer meets the conditions for exporting goods under the COMESA 
preferential regime;

c)	 has informed the competent authority of the Member State that he/she no 
longer intends to export goods under the scheme;

d)	 intentionally or negligently draws up, or causes to be drawn up, a certificate of 
origin which contains incorrect information and leads to wrongfully obtaining 
the benefit of preferential tariff treatment; or

e)	 fails to keep the data concerning his registration up-to-date and if it has 
major impact on country of origin determination and obtaining the benefit of 
preferential tariff treatment.

6.	 The designated issuing authority of a Member State shall inform the registered 
exporter about the revocation of his registration and of the date from which the 
revocation will take effect. Revocation of registrations shall only take effect for the 
future, i.e. in respect of Certificate of Origin made out after the date of revocation 
provided that the eCO, which was issued, is correct.

7.	 The revocation of a registered exporter’s authorisation shall be cancelled in case of 
an incorrect revocation. The exporter or the re-consignor of goods shall be entitled to 
use the registered exporter number assigned to him at the time of the registration.

8.	 The data relating to a revoked registration shall be kept in the eCO system by the 
designated authority of the Exporting Member State which introduced them into 
that system, for at least5 calendar years from time the revocation took place. 
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Part IV Issuance of Electronic Certificate of Origin

Article 8 Process of Application and issuance of eCO

1.	 A Certificate of Origin in electronic format may be applied for, issued, and accepted 
in lieu of one in paper format, with equivalent legal effect.

2.	 The procedure for issuing an eCO shall be as follows:

a)	 Registered Exporter or his authorized applicant shall login into the eCO 
system using his/her username and password created by the system. The eCO 
system automatically sends the exporter an authorization notification to use 
the system;

b)	 The Registered Exporter or his authorized applicant shall lodge his application 
with the designated issuing authority of the exporting country using the eCO 
system entering the required data in the provided fields of the application 
form, uploading all the required supporting documents and subsequently 
digitally signing it;

c)	 Once the application is received over the eCO system, the designated issuing 
authority shall review the application and send an acceptance notification 
with a unique submission identification number so that the exporter can 
follow up on the status of the issuing the eCO;

d)	 In lieu of the manual process in the Protocol, the designated issuing authority 
shall review and verify the application for an eCO and supporting documents 
and determine whether the application is duly completed and authenticated 
as well confirming that the applicant is listed in the eCO system’s internal 
database of the registered exporters;

e)	 After the designated issuing authority approves the eCO application using its 
own internal procedures, digitally signs the eCO by the authorized official and 
sends an automatically generated message notifying the issuance of the eCO 
via email address of the applicant or compatible communication channel. In 
the event of problems with the application, the applicant is notified through 
the eCO system to make corrections and re-submit the corrected application 
to the designated issuing authority;

f)	 If payment related the issuance of eCO is applicable, the issuing authority 
sends a bill of payment via email or similar communication channels to the 
exporter, and the exporter in turn pays the bill for issuing the eCO through 
electronic or other available payment systems as accepted by the designated 
issuing authority. Once the payment is received, the designated issuing 
authority sends a receipt and confirmation to the exporter;

g)	 The exporter can check the status of the issuing process using the submission 
identification number which is automatically generated by the eCO system 
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after application;

h)	 Once the eCO is issued, the exporter shall receive an email notification 
message with “a Serial number and date of the issued certificate of origin. 
The Exporter can access the issued eCO using the eCO system with inquiries 
according to its reference number and date issued and can view/download/
print the eCO. However, once it is issued by issuing authority, exporters are not 
allowed to modify it;

i)	 The exporter can send the issued eCO to the importer at his email or other 
communication channels via the eCO system so that the importer can fill 
the serial number of the issued eCO in his import customs declaration for 
submission to customs in the importing Member State;

j)	 The issued eCO shall be stored in the web-based eCO system and shall be 
accessible to designated customs authorities in the exporting as well as in the 
importing Member countries at any time.

3.	 The process of issuance of electronic re-exportation certificate of origin of COMESA 
originating goods shall be as follows:

a)	 Re-exportation of either whole or partial consignments of COMESA originating 
goods shall be allowed only when goods remain under customs control and do 
not undergo any operations except those meant to preserve the goods and 
unloading and reloading;

b)	 The procedures of certificate of re-exportation of COMESA originating goods 
using the eCO system shall be followed similar to the procedures within the 
protocol and its procedures of implementation;

c)	 The online application and certification forms for re-exportation of COMESA 
originating goods using the eCO system shall be in line with the forms in 
ANNEX VII and ANNEX VIII to the protocol procedures of implementation, 
respectively;

d)	 The original certificate of origin issued by the first exporting country and 
import declaration shall be described in the appropriate field of the eCO 
system and be uploaded as a supporting document.

4.	 Procedures of issuance of retrospective eCO shall be as follows:

a)	 The existing manual procedures of retrospective issuance of certificate of 
origin shall be automated using the eCO system in line with the protocol and 
procedures manual;

b)	 The registered exporter can apply online for the retrospective CO, within three 
months from the date of exportation of the products, stating the reasons for 
the delayed application using the eCO system;
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c)	 The designated issuing authority shall endorse “ISSUED RETROSPECTIVELY” 
in box 5 of the electronic certificate of origin using the eCO system.

Article 9 Minimum Requirements of Standard of the eCO

1. 	 A valid electronic certificate of origin shall at least satisfy the following conditions:

a)	 It shall be issued by a governmental agency designated for that purpose by a 
Member State;

b)	 It shall contain all the particulars necessary for identifying the product(s) to 
which it relates. The descriptions and HS codes of goods used in the certificate 
shall be the same with the descriptions used in the Export Declaration of that 
goods and related commercial documents;

c)	 It should bear an Exporter registration number in top right-hand corner of the 
certificate;

d)	 It should bear a “serial number of the certificate” in the top right-hand corner 
of the certificate but above the exporter registration number which includes 
a serial reference number and date of the certificate and exporting country 
code; 

e)	 It should have been completed in type only using the eCO system;

f)	 It should not contain errors. An authorised signatory of the designated issuing 
authority of a Member State should re-issue new certificate in case there is an 
error or an incorrect information;

g)	 It shall certify unambiguously that the product(s) to which it relates originates 
in a specific COMESA Member State;

h)	 It shall bear an electronic or digital signature of the exporter which is approved 
by the designated issuing authority and be identical with the one submitted or 
updated during the Exporters registration and approval;

i)	 It should bear the official electronic image of the stamp of the designated 
issuing authority and an electronic or digital signature of an authorised 
signatory of the designated issuing authority which is the same with the one 
uploaded at the eCO system and circulated to the other Member States

Part V Presentation and Verification of the issued eCO

Article 10 Presentation of the eCO

1.	 In addition to the electronic process specified in the eCO System Technical 
Implementation Guideline, an eCO may be forwarded directly to the exporter by the 
COMESA Regional Single Window or National Single Window of the issuing Member 
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State and the eCO may be forwarded directly to the importer by the exporter or by the 
National Single Window of the importing Member State or using the regional single 
window, as appropriate.

2.	 In order to ensure interoperability, Member States shall exchange electronically 
the COMESA eCO in accordance with the eCO System’s Technical Implementation 
Guideline, as updated from time to time.

3.	 For the purpose of claiming preferential tariff treatment, the importer shall submit 
electronically to the customs authority of the importing Member State at the time of 
import, an import declaration containing information on the eCO reference number, 
supporting documents (i.e. invoices and, when required, the Airway Bill or the Bill of 
Lading issued in the territory of the exporting Member State) and other documents 
as required in accordance with the laws and regulations of the importing Member 
State.

Article 11 Verification of the issued eCO in importing country

1.	 The customs authority in the importing Member State may generate an electronic 
Customs response indicating the utilisation status of the eCO in accordance with 
the message implementation guideline for Customs Response specified in the eCO 
System’s Technical Implementation Guideline. The utilisation status, if generated, 
shall be transmitted electronically via the eCO system to the designated issuing 
authority either soon after the import or as and when it has been generated, within 
the validity period of the eCO in accordance to the protocol.

2.	 The online Checking and Verification process in the importing country shall be as 
follows:

a)	 The importer shall receive notification message of the issued eCO from the Exporter 
or through the e-CO system or similar electronic communication channels;

b)	 The importer shall search and view the e-CO by entering serial number and date of 
issue in the e-CO system and confirm the details on the issued eCO;

c)	 The importer or his customs broker shall input the serial number and date of the 
issued eCO into the import declaration and submit it with relevant supporting 
documents to the Customs Authority in the importing Member State;

d)	 The customs authority receives, manually or electronically as appropriate, the import 
declaration and supporting documents from the importer/his customs broker;

e)	 The customs authority logs in and views the eCO using its unique serial Number and 
date;

f)	 The customs authority shall review and verify the eCO and its supporting documents 
based on risk management principle, as follows:

(i)	 Compare the impression of the digital stamp and digital signature of the 
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designated issuing authority appearing in box 12 of the eCO presented by the 
importer with those notified by designated issuing authority of the exporting 
Member State or with the registered data of signatories inside the database of 
the eCO system;

(ii)	 Verifies that the description of goods given in the electronic Certificate of 
Origin corresponds with the one on the invoice, packing list, bill of loading, 
and the customs import declaration and other relevant supporting documents.

g)	 During verification, the customs authority may come up with three situations:

(i)	 Accept the electronic certificate of origin without any Queries. If the customs 
authority s satisfied that the goods to which the documents relate to, are 
eligible for preferential tariff treatment as claimed, the consignment will be 
so admitted;

(ii)	 Accept with minor queries:  if there are minor inaccuracies or omissions of a 
clerical nature or similar nature detected on a certificate of origin, the customs 
authority may allow the importer to correct/amend the import declaration 
as appropriate without rejection of the claim to COMESA preferential tariff 
treatment;

(iii)	 More serious queries: Where serious doubts arise about the eligibility of any 
consignment of goods for COMESA preferential tariff treatment, a formal 
online query of the evidence of origin presented by filling the fields in the 
verification form integrated into the eCO system in lieu of the Annex IV and 
V to the protocol may be communicated through the eCO system and via 
email or similar electronic means to the designated issuing authority of the 
exporting Member State.

h)	 The designated issuing authority shall verify the query and respond the feedback to 
the Customs authority within the time limit and standard form of communication in 
the eCO system. 

i)	 Once received the online queries, the designated issuing authority in the exporting 
country shall verify the eCO and consult with or visit at the Exporters premises and 
send online the response via email or eCO system or similar electronic means of 
communication to the customs authority of the importing Member State.

j)	 The Customs authority shall receive and review the responses of verification query 
and shall fill the verification result whether it is accepted, rejected, or pending, as 
appropriate. If it is accepted, release goods at preferential tariff treatment. If rejected 
or kept pending, the customs authority shall clarify the main reason for rejecting 
or keeping pending the electronic certificate of origin in the eCO system. The 
clarifications should be detailed and exhaustive in addressing the grounds of denial 
of preference raised by the importing Member State.

k)	 Where the customs authorities of the importing Member State decide to suspend the 
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granting of preferential tariff treatment to the goods concerned while awaiting the 
results of the verification and until final decision is made, the customs authorities 
shall release the goods into free circulation, provided adequate security has been 
given by the importer for any payable duties and taxes as well as provided that the 
goods are not subject to any prohibition. 

l)	 After clearing any inquiries and payable duties and taxes, customs authorities 
release the goods for import. In the eCO system, the customs authorities shall fill in 
the status of verification result or utilization status of the eCO in accordance with 
the message implementation guideline for Customs response specified in the eCO 
Technical Implementation Guideline so that the importer or exporter can get updated 
information. 

Article 12 Procedures of Simplified electronic certificate of origin

1. 	 The process of registration, application and issuance of CO and verification of CO of 
the small-scale cross border traders shall also be automated in a similar procedure 
using the eCO system in accordance to the protocol and the procedures manual.

Part VI Access and Retention of data

Article 13 Publication and Access of Data and Information in the eCO system

1.	 The user of the eCO system including Exporters, designated issuing authorities, 
customs authorities, importers, Secretariat and relevant actors shall have specific 
access to the eCO system based on the user’s role-map identified in the technical 
implementation guideline provided that protecting the confidential information and 
security of database.

2.	 The designated issuing authorities and authorised officers of customs authorities in 
Member States shall have full access to the data of registered Exporters using the 
eCO system.

3.	 Taking into account that the importers and customs authorities in the importing 
Member States should be able to verify the validity of the registered exporter number 
of the registered exporter and data related to certificate of origin, the following data 
and information shall always be available to the public using eCO system:

a)	 Exporters’ Registration number with its date of registration, date from which 
the registration is valid, and date of revocation of the registration where 
applicable;

b)	 List of designated issuing authorities with their contact names and full 
address;

c)	 List of Custom authorities with their contact names and full address.

4.	 The following data shall be available to the public with the consent given by the 
exporter by signing in the form available for this purpose in the eCO system:
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a)	 Name of registered Exporters with their TIN, full address, contact details and 
authorized applicant(s);

b)	 Description of goods with their HS codes which qualify to export to Member 
States under the COMESA preferential regime.

5.	 Registered exporters have the right to access, modify and block their registered 
data in the eCO system in accordance with the protocol and this Annex. In case of 
modifying and blocking their registered data, the registered exporters shall submit a 
request to the designated issuing authority which shall verify and take appropriate 
action in accordance with the protocol and this Annex. 

6.	 Designated issuing authorities of the Member States shall modify the data of 
registered exporters in the eCO system accordingly and inform the Secretariat as 
well as the Member States immediately of any changes to the information notified 
under the above paragraphs through eCO system or similar electronic means.

Article 14 Electronic Archiving and Data Retention

1.	 For the purposes of the verification process in the importing country pursuant to 
the protocol, the producer or/and exporter applying for the issuance of an eCO shall 
keep the records all relevant documents, in paper or in electronic form, used during 
registration, application and issuance of the eCO for not less than five (5) years or 
such other time as stipulated in national legislation, from the date of issuance of the 
eCO.

2.	 The specimens of digital signatures and stamps uploaded on the eCO system during 
registration of exporter shall be stored in the system and used the same during the 
application and issuance of the eCO.

3.	 The application for Exporters registration and for an eCO and all documents related 
to such application shall be retained by the issuing authorities for not less than five 
(5) years or such other time as stipulated in national legislation, from the date of 
issuance of the eCO.

4.	 The registered exporters shall keep their records for at least five years, or such 
other time as stipulated in national legislation, from the date of their registration 
as approved exporter and shall provide to competent authorities when requested, in 
accordance with the protocol.

5.	 Information relating to the validity of the eCO shall be provided upon request of 
the importing Member State, by an authorised official of the designated issuing 
authority.

6.	 Unless otherwise explicitly mentioned, any information related to the registration 
of exporters, issuance and verification of the eCO exchanged between the Member 
States concerned shall be treated as confidential and shall be used for the purpose of 
eCO validation only.
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Part III Other Provisions

Article 15 Cooperation and Institutional arrangement

1.	 The officials of the Member states responsible for Trade and Customs shall meet 
periodically to review and evaluate the implementation of the eCO system and 
considering further improvement measures to improve implementation of the eCO 
system and the Rules of Origin.

2.	 A technical working group on eCO system implementation (TWG-eCO) composed 
of customs, trade and IT experts shall be established by the Trade and Customs 
Committee to consider the technical issues related to the development, 
implementation, coordination, monitoring of the eCO system. The technical working 
group will provide periodic reports to the trade and customs committee.

Article 16 Roles and functions

1.	 Member States shall determine the roles and functions of their respective designated 
issuing authority as well as the leading agency for the effective implementation and 
operation of the eCO system in accordance with the Protocol of rules of origin.

2.	 The designated issuing authority shall take responsible of application, registration 
of Exporters, issuing of eCO and providing access to users including exporters or 
their authorized applicants and officials in the designated authorities to use the eCO 
system.

3.	 Customs authorities in the Member states shall be responsible in providing access to 
users including officials in the customs authorities to use the eCO system.

4.	 Member states shall communicate the details of their national leading agency, a 
designated issuing authority or a customs authority who is responsible government 
authority for implementing the eCO system through the national coordinating 
ministry directly to the secretariat and other Member States. 

5.	 The Secretariat shall facilitate to provide secure infrastructure and access to the eCO 
system to the Member States.

6.	 The Secretariat shall provide necessary technical support or advice regarding the 
interpretation and implementation of the eCO System where it is needed by the 
Member States.

Article 17 Cost and charges

1. 	 The service cost of online registration of exporter, application and issuance of 
the eCO shall be free of charge. However, other related costs and charges related 
to services such as Exporters Membership to the Chamber Association, technical 
expertise for verification analysis and administrational penalties may be applied to 
exporter or importer in accordance to the national legislations of the Member States.
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Article 18 Implementation Framework

1.	 The eCO system be implemented in a phased approach and the piloting phase 
shall start immediately, after the adoption of this provision by the council, with the 
Member States who are ready to start implementing the eCO. After 1year of piloting 
the project, it shall be rolled-out to all Member States and be fully operation within 
another 1 year from the date of launching of the pilot project.

2.	 The Secretariat shall prepare necessary action plans of implementation of eCO 
System and circulate it to the Member States for its approval and its effect of 
implementation.

3.	 Member states shall implement the eCO system in accordance with the Action Plan 
of implementation agreed by Member State and may be reviewed or revised as deem 
appropriate.

4.	 Exporters shall be allowed to use the existing procedures until the eCO system 
procedure is fully operational in the Member State.

5.	 Member States who are ready to implement the new electronic procedures shall 
inform the secretariat and other Member States through the national coordinating 
ministries so that it can be recognised and be implemented using the eCO system.

Article 19 Transitional Arrangements

1.	 Member states are encouraged to use digital signatures as a primary source of 
identification for exporters and designated issuing authorities. 

2.	 Accordingly, every Member State shall, within a period of 5 years, put in place all the 
required measures to recognise and use the digital signatures and the eCO.
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ANNEX III

COMESA Regional Authorised Economic Operators Programme Implementation Guideline

ABBREVIATIONS

AEO Authorised Economic Operator

AEO-D AEO Diamond Level

AEO-G AEO Gold Level

AEO-S AEO Silver Level

COMESA Common Market for Eastern and Southern Africa

CBRAs Cross Border Regulatory Agencies

CMR Customs Management Regulation

MOU Memorandum of Understanding

MRA Mutual Recognition Agreement

PCA Post Clearance Audit

SAFE Framework   WCO SAFE Framework of Standards to Secure and Facilitate Global Trade      

SAQ Self-Assessment Questionnaire

TFA Trade Facilitation Agreement

WCO World Customs Organisation

WTO World Trade Organisation
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DEFINITIONS

AEO (AUTHORIZED ECONOMIC OPERATOR) refers a party or entity involved in the international 
movement of goods in whatever function that has been approved by or on behalf of a national 
Customs administration as complying with criteria and standards specified in the COMESA CMR 
and the Guideline. AEOs may include manufacturers, importers, exporters, Clearing Agents/ 
brokers, carriers, consolidators, intermediaries, port and airport authorities, terminal operators, 
integrated operators, warehouses, distributors and freight forwarders.

AEO Division refers to the single point of contact/liaison unit at each Customs administration that 
is responsible for managing the AEO Programme. Particularly, to decide about the acceptance of 
the application, communication with the other Member State, monitoring of the AEO authorisation 
and the overall AEO policy;

Applicant refers to an Economic Operator who applies to customs for AEO Authorisation in 
accordance to the CMR and the Guideline.

Approval committee refers to a committee composed of senior officers from the customs 
authorities of the Member States that is charged with the responsibility of approving the AEO 
validations after the validation committee.

Authorization refers to the recognition or accreditation of AEO status in an AEO programme, 
based on a structured methodology that includes such processes as review of an applicant’s 
submitted documentation, physical worksite assets and security processes, in order to determine 
compliance with criteria and standards specified in the COMESA CMR and the AEO Procedures 
Guideline.

Common Market means the Common Market as defined by Article 2 of the Treaty;

‘Competent Authority’ means a person, body or organization designated by a Member State to 
administer, manage and control in part or in full the provisions of the regulations related to 
Customs and border formalities including the AEO Programme;

Guideline is the COMESA Regional AEO Programme Implementation Guideline

Self-management of bonded warehouse is a facility extended to a warehousing operator where the 
responsibilities of a Customs Officer are delegated to the bonded warehouse operator.

Transporter is the person actually transporting the goods or who has undertaken a contract and 
issued e.g. a bill of lading or air waybill, for the actual carriage of the goods. For the purpose of the 
regional AEO programme, transporters under all modes of transport are eligible to apply for an 
authorisation.

Validation is a procedure whereby the supply chain of an AEO, and all relevant processes employed 
by them to reach that status, are subject to full and transparent review by a Customs administration 
and/or a Customs-designated third-party validator, which may have been specifically deployed by 
Customs to assist in the actual validation efforts.

Validation committee is a committee composed of technical officers from key functions of the 
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customs clearance process at each national customs administration that is charged with the 
responsibility of validating/vetting and reassessment of all applications and authorisations and 
submitting their findings to the approval committee for consideration.
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1. 	 INTRODUCTION

The Authorized Economic Operator (AEO) programme is widely acknowledged in the WCO SAFE 
FRAMEWORK as a key driver for a solid Customs-Business Partnership; secure, transparent and 
predictable trading environment; and in a wider context, enhanced economic prosperity.  The WCO 
SAFE Framework was adopted by the Directors General of Customs representing the members of 
the WCO at the June 2005 annual Council Sessions in Brussels. In June 2015, the WCO Council 
adopted the updated edition of the SAFE Framework 2015. 

The COMESA Customs Management Regulations (CMR) stipulates for the need of AEO in line with 
the Revised Kyoto Convention (RKC) and the WCO SAFE Framework. Under the CMR, Regulation 39 
(1) (b-d)), the Member States agreed that Customs authorities, if necessary, following consultation 
with other competent authorities to grant, subject to the criteria the status of AEO to any economic 
operator established in the customs territory. The AEO has the right to benefit from facilitation 
with regard to customs controls relating to security and safety and from simplifications provided 
for under the customs rules.

According to the CMR, the status of AEO shall be recognised by the customs authorities in all 
Member States without prejudice to customs controls. The customs authorities shall, on the basis 
of the recognition of the status of AEO and provided that the requirements relating to a specific 
type of simplification provided for in the Common Market Regulations are fulfilled, authorise the 
operator to benefit from that simplification.

On the status of implementation, it is noted that Twelve (12) Member States have implemented 
recognition of AEOs. Namely; Burundi, Djibouti, Egypt, Ethiopia, Kenya, Madagascar, Mauritius, 
Rwanda, Sudan, Uganda, Zambia and Zimbabwe. While Other Member States (such as Seychelles, 
DR Congo, and Malawi) are on process of implementing. It is encouraging progress that most of the 
Member States are implementing in line with the spirit of the COMESA CMR and the international 
standards including the WTO Trade Facilitation Agreement as well as the WCO Guidelines. 

However, the latest assessment study done by the Secretariat in 2017 indicates that the 
implementation criteria and benefits varies from country to country. It is found that even the 
names of the simplified programme, selection criteria, the scope of the sectors and the benefits 
that accruing to the AEO seem differ from country to country. For instance, among the Member 
States, while most of the Member states adopted as AEO, Zambia uses the Customs 

Accredited Client programme (CACP). On other hand, the programme in Madagascar is named as 
Accelerated Clearance Programme (PAD) whereas in Sudan it is called as the “Golden List”.

It is against the above background, the 37th COMESA Council of Ministers meeting recommended, 
among others, the development of  harmonised criteria for granting the status of AEO in line with 
the CMR and WCO guidelines so that the AEOs who are authorized in one Member State can get a 
similar simplified and rapid customs and other facilitation services and contribute their supply 
chain security in the other Member State.

Based on the above-mentioned council decisions, this Guideline has been prepared by the 

Secretariat to facilitate the implementation of harmonised and standardised AEO Programme 
across the region and Mutual Recognition Arrangements/Agreements (MRAs) throughout the 
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region and facilitate and secure the intra-regional trade as well as enhance competitiveness of 
the private sector to access market beyond the region.

1.1. 	 Objective of this Guideline

The main objective of this guideline is to develop regionally harmonised procedures and criteria 
for granting the status of AEO in line with the CMR, WCO guidelines and WTO TFA, and to facilitate 
the implementation of harmonise and standardised common AEO Programme and MRAs 
throughout the COMESA region. The common AEO Programme would not only reduce the number 
of MRAs required among the Member States but also introduce a greater degree of uniformity in 
the application of the AEO concept and associated SAFE Framework initiatives.

1.2. 	 Scope of the Guideline

This Guideline describes standards and procedures for implementing the COMESA Regional AEO 
Programme and MRA including: categories of status of AEO; certain list of benefits that can be 
granted to the AEO; harmonised eligibility/selection criteria for granting the status of AEO to the 
applicant economic operators; application and authorization process as well as post authorization 
management process as envisaged in the CMR and in line with the WCO SAFE Framework and 
WTO TFA. 

2 	  LEGAL BASIS FOR AEO PROGRAMME

2.1.  	 International legal provisions and standards:

WCO SAFE Framework Package

In response to the increment of the volume of international trade, increase of risks/threats 
associated to international supply chain, limited resources envelope and the need to facilitate 
legitimate trade and reward compliance, a new concept of WCO SAFE framework was launched in 
2005 by WCO which was later updated in 2007, 2010, 2015, and 2018. 

The SAFE Framework seeks to reduce complexity and country unique requirements by establishing 
a common set of supply chain security and customs standards. This is an important driver for a 
strong Customs-Business Partnership; secure, transparent and predictable trading environment; 
and in a wider context, enhanced economic prosperity. 

The WCO AEO Compendium incorporated in the WCO SAFE Framework Package contains tools to 
assist in establishing and administering AEO Programmes. The Compendium contains concise, 
concrete and structured overview of the current AEO programmes and MRAs implemented by 
WCO Members, so that all interested persons can use it as a reference to existing practice on 
national, regional and global levels. While under the SAFE Framework of Standards, a single 
definition for a SAFE AEO programme is provided, there is currently no definition of Customs 
compliance programmes. However, there are a number of trusted trader related programmes 
that are contained within various international instruments and being implemented by Customs 
administrations.

The AEO Compendium makes a clear differentiation between the SAFE AEO programme, 
Compliance programme (similar to the Authorized Person concept in the RKC Standard 3.32) and 
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the WTO TFA Authorised Operator scheme. 

Transitional Standard 3.32 of the RKC refers to the concept of “authorized persons” who must have 
“an appropriate record of compliance with Customs requirements and a satisfactory system for 
managing their commercial records”. The main difference between the SAFE AEO Programme 
and a Compliance programme lies in the fact that security requirements such as those prescribed 
in Annex IV of the SAFE 2015 are not specifically included in a Compliance programme. Also, 
unlike the SAFE AEO programme, Compliance programme may not have common specified 
criteria and standards. As a consequence, bilateral/plurilateral/regional mutual recognition of 
such programmes could be a challenge.

Mutual Recognition Arrangements/Agreements (MRA)

Under the WCO’s SAFE Framework Customs administrations are encouraged to develop 
partnerships with business and between each other to secure and facilitate trade. It calls upon 
Customs administrations to work with each other to develop mechanisms for mutual recognition 
of AEO authorizations and validations, mutual recognition of Customs security control standards 
and control results and other mechanisms that may be needed to eliminate or reduce redundant 
or duplicative efforts.

Mutual Recognition is a broad concept embodied within the WCO SAFE Framework whereby 
an action or decision taken or an authorization that has been properly granted by one Customs 
administration, is recognized and accepted by another Customs administration. The document 
that formalizes this action or decision has generally been termed a “Mutual Recognition 
Arrangement/Agreement” (MRA).

The objective of Mutual Recognition of AEO is that Customs administration recognizes the 
validation findings and AEO authorizations of the other Customs administration issued under the 
other programme and agrees to provide substantial, comparable and – where possible – reciprocal 
benefits/facilitation to the mutually recognized AEOs. This recognition is generally premised on 
the existence or creation of both relevant legislation and operational compatibility of both or more 
programmes.

Mutual recognition of AEO programmes may ultimately lead to the globalization of supply chain 
security and compliance standards and is therefore of great importance for those companies 
seeking true global supply chain security and compliance benefits.

WTO Agreement on Trade Facilitation (TFA):

Article 7.7 of the WTO TFA incorporates Trade Facilitation Measures for Authorized Operators 
(AOs). AOs in this context are specified traders who comply with certain criteria and can therefore 
benefit from additional trade facilitation measures.

The criteria shall be related to compliance or the risk of non-compliance. They may include 
an appropriate record of compliance with customs and other related regulations, a system of 
managing records for necessary internal control, financial solvency and supply chain security. 
It is important to notice that none of these criteria are mandatory. An AO scheme may therefore 
include only some of them.
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If the specified criteria are fulfilled, AOs shall benefit from at least three of the following trade 
facilitation measures: low documentary and data requirements, low rate of physical inspections, 
rapid release time, deferred payment of duties /taxes, use of comprehensive guarantees or reduced 
guarantees, periodic customs declaration, clearance of goods at the premises of the AO or another 
place authorized by Customs.

It is imperative to differentiate between AOs as stipulated in the WTO TFA and AEOs as defined 
in the WCO SAFE Framework of Standards. The focus in the AO scheme is on trade compliance; 
supply chain security may be one of the components. AEOs on the other hand must always - but 
not exclusively - comply with a range of security standards to ensure supply chain security.

Another difference is that the SAFE AEO programme is based on global standards for launching 
and maintaining the AEO status (provided in Pillar 2 of the WCO SAFE Framework of Standards) 
while WTO AO scheme is apparently non-standardised and could vary from one Member to 
another depending upon the criteria and the thrust specified by Members. In such a scenario, 
mutual recognition of AOs could be a challenging task.

Para 7.4 of Article 7.7 of the WTO TFA encourages Members to develop AO schemes on the basis 
of international standards. The RKC and its guidelines and the SAFE Framework of Standards 
provide such standards.  Given that the WTO TFA mentions all four criteria (even if non-binding) 
for Authorized Operator scheme, it may be appropriate to use the AEO criteria/requirements as 
in the SAFE as a standard to develop Authoirised Operator scheme under the WTO TFA. Using 
the AEO criteria as a standard to implement Article 7.7 of the WTO TFA will assist in ensuring a 
harmonized approach and in enabling those that go for it to achieve seamless mutual recognition 
at bilateral, sub-regional, regional and, global levels. 

2.2.    Regional Legal Provisions: 

The COMESA AEO programme derives its mandate from the provisions for Approval of Authorised 
Economic Operators under the CMR Regulation 39.

The COMESA Customs Management Regulations (CMR) stipulates for the need of AEO in line with 
the RKC and the WCO SAFE Frameworks. Under the CMR, Regulation 39, the Member States agreed 
that:(1)  

(a) 	 Competent [Customs] authorities, if necessary, following consultations with other 
competent authorities, shall grant, subject to the criteria provided for in paragraph 	
	 (d) below, the status of “authorised economic operator” to any economic 
operator 	 established in the customs territory.

(b)	 An AEO shall benefit from facilitation with regard to customs controls relating to 
security and safety and from simplifications provided for under the customs rules.

(c)	 The status of AEO shall, subject to the rules and conditions laid down in paragraph 
(d) below, be recognised by the competent authorities in all Member States, without 
prejudice to customs controls. The competent authorities shall, on the basis of the 
recognition of the status of AEO and provided that the requirements relating to a 
specific type of simplification provided for in the Common Market customs are 
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fulfilled, authorise the operator to benefit from that simplification.

(d)	 The criteria for granting the status of AEO shall include:

	 (i)	 an appropriate record of compliance with customs requirements;

	 (ii)	 a satisfactory system of managing commercial and, where appropriate, transport 
records, which allows appropriate customs controls;

	 (iii)	where appropriate, proven financial solvency; and

	 (iv)	where applicable, appropriate security and safety standards

(2) 	 The Committee [Customs Regulation Committee] shall make rules for:

(a)	 granting the status of economic operator;

(b)	 granting authorisation for the use of simplification;

(c)	 establishing which authority is competent to grant such status and authorisations;

(d)	 determining the type and extent of facilitation that may be granted in respect of 
customs controls relating to security and safety, taking into account the rules for 
common risk management;

(e)	 consultation with, and provision of information to, other customs authorities; and 

(f) 	 determining the conditions under which

(i)	 an authorisation may be limited to one or more Member States;

(ii)	 the status of authorised economic operator may be suspended or withdrawn; 
and

(iii)	 the requirement of being established in the Common Market may be waived 
for specific categories of economic operators, taking into account, in particular, 
international agreements.

· 	 In this regard, the above mentioned “Committee” refers to the COMESA Heads 
of Customs Sub-Committee appointed in terms of CMR Regulation 5.

3. 	    ELIGIBLE ECONOMIC OPERATORS 

Any economic operator that is established in the customs territory of COMESA i.e. at least one of the 
Member States, involved in the full international supply chain and carries out import, export and 
transit related activities in the region can apply for the Regional AEO authorization, irrespective 
of the size of the business including a Small Scale and Medium Size Enterprise (SMSE).

These economic operators include:

· 	 Exporters

· 	 Importers
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· 	 Freight forwarders

· 	 Customs Clearing Agents/Customs Brokers

· 	 Bonded warehouse Operators (owners)

· 	 Manufacturers

· 	 Transporters/Carriers

· 	 Terminal operators

· 	 Port and Airport Authorities

A person may apply for authorisation under one or more of these client categories. If the application 
for authorisation is approved, authorisation will relate to the specific client categories that the 
client has qualified for.

3.1.     Granting Status of AEO 

According to regulation 39 (1) (b) of the CMR, an AEO shall benefit from facilitation with regard to 
customs controls relating to security and safety and from simplifications provided for under the 
customs rules. However, the status of AEO shall, subject to the rules and conditions “selection 
criteria for granting status of AEO” laid down in paragraph (d).

The ultimate goal of the AEO SAFE Framework is the implementation of a core set of WCO 
international standards, which may be supplemented by regional and national requirements. And, 
effective implementation of the SAFE Framework can best be realized by establishing a balance 
between trade security and trade facilitation. 

Accordingly, granting status of AEO can be categorized in to three types or levels of authorisation 
depending on the level of fulfillment of the economic operator to the criteria. 

The following are types or levels of authorisation:

1. AEO Silver level – Authorised for Customs Simplification Facilitation.

· 	 This authorization is issued to any operator who fulfills the selection criteria on 
risk basis with a high satisfactory score satisfactory score (at least 80%) of the total 
relevant requirements of the checklist, particularly criteria of customs compliance, 
appropriate record keeping standards and financial solvency.

2. 	 AEO Gold Level – Authorised for Security and Safety Facilitations

· 	 This authorization is issued to any operator who fulfills the selection criteria on risk 
basis with a high satisfactory score (at least 80%) of the total relevant requirements 
of the checklist, particularly criteria of customs compliance, appropriate record 
keeping standards and financial solvency, and security and safety standards.

3. 	 AEO Diamond Level- Authorised for combined customs simplifications and security and 
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safety facilitations

· 	 This authorization is issued to any operator who fulfills the selection criteria on 
risk basis with a very high satisfactory score (at least 90%) of the total relevant 
requirements of the checklist) and who wants to receive the benefits of both types of 
AEO

The applicant shall be assessed using the criteria provided for in the CMR and this Guideline and 
provided with a Certificate authorizing its status and benefits. Each status of authorisation offers 
different levels of benefits and it may also varies with the type of operators.

4. 	 BENEFITS GRANTED TO AEOS

4.1. 	 General Principles:

The practices of granting benefits to AEOs are one of the key measures to balance between trade 
security and trade facilitation. In order to achieve this measure, the following principles are 
recommended:

a)	 The AEO authorisation is issued to the applicant economic operator on a voluntary 
basis, after a thorough audit on risk basis of his or her business activity, 

b)	 The Member States shall grant special benefits to the identified AEO depending on 
its category of status of AEO in accordance to the CMR and this guideline; 

c)	 These benefits should be enhancements above and beyond the normal procedures 
utilized when working with non-AEOs and not result in a loss of access to normal 
procedures already in place; 

d)	 The benefits shall be meaningful, evolving through time, measurable and reportable;

e)	 The AEO status granted relates to the economic operator itself and applies to its 
own business activities and he/she is the only one entitled to receive the benefits; 

f)	 The AEO status shall be recognised across all Member States, pursuant to regulation 
39 of the CMR. therefore, the holder of an AEO authorisation shall receive the same 
benefits in all Member States (in a reciprocal basis); and

g)	 AEO benefits are an integral part of the Common Market legislation governing the 
AEO status.

These benefits are an indicative list of examples benefits that are subject to specific customs 
administration consideration, offering and approval. These examples are drawn from several 
sources including COMESA CMR and WCO guidelines and documents of practical experiences 
from Member States, EAC AEO programme, and other countries outside the region.

4.2. 	 Benefits granted to AEO Silver level (AEO-S):

An AEO status in the form of an AEO – Silver level is envisaged for economic operators established 
in the Common Market who would like to benefit from the various simplifications specifically 
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provided for under the customs legislation.

An AEO – Silver level is entitled to the following major benefits:

a)	 benefit from specific types of simplifications on the basis of the recognition of the 
AEO-Silver as long as the requirements related to a specific type of simplification 
provided for in the customs legislation are fulfilled;

b)	 more favourable treatment than other economic operators in respect of customs 
controls, including fewer physical and document-based controls, with the exception 
of controls related to security and safety measures;

c)	 prior notification in case of selection for customs control;

d)	 priority treatment if selected for control; and

e)	 possibility to request a specific place for such control.

The criterion for appropriate security and safety standards is not required for this type of AEO 
authorisation. Therefore, holders of AEO-Silver are not entitled to any of the AEO benefits related 
to security and safety of the international supply chain. The AEO status in the form of AEOSilver 
is currently not taken into account with respect to Mutual Recognition Agreements (MRA) with 
third countries.

The abovementioned benefits are elaborated in detail here below as follows.

1.	 Easier admittance to customs clearance simplifications (specific types of 
simplifications)

a)	 Self-Assessment of Customs Declaration;

b)	 Self-Certification of Certification of Origin;

c)	 Simplified Clearance on copied documents;

d)	 Simplified/reduced data requirements in declaration and document 
submission of the obligation for the goods to be presented;

e)	 Electronic submission (automatic passing) of customs declarations and 
documents;

f)	 Expedited processes to resolve post-entry or post-clearance inquiries;

g)	 Expedited payment of refund claim;

h)	 Expedite document examination and release of shipments;

i)	 Expedite physical examination and release of shipments; and

j)	 operation of temporary storage facility.
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2.	 More favourable treatment [fewer physical and document-based controls]

a)	 fewer physical and document-based controls (lower risk score) for not security 
and safety controls;

b)	 favourable treatment of other risk indicators e.g. country of origin; 

c)	 minimum/ waiver document examination; 

d)	 minimum/waiver physical examination;

e)	 facilitates refund request;

f)	 entry summary declaration; and

g)	 customs declaration with security and safety data for exit summary 
declaration.

3.	 prior notification in case of selection for customs control;

a)	 Where an AEO lodges a temporary storage declaration or a summary customs 
declaration in accordance with the CMR or national customs laws, Prior 
notification shall take place before the presentation of the goods to customs;

b)	 Pre-arrival clearance of imported goods/consignments;

c)	 Pre-examination of exported goods/consignments; and

d)	 Provide access to special information of customs and AEO related information.

4.	 priority treatment of consignments if selected for not security related customs 
controls. 

a)	 Fast track processing of Certificate of Origin;

b)	 Priority in customs clearance services based on Client-based Centralised 
clearance rather than consignment-based transactions;

c)	 Priority use of Non-intrusive inspection techniques when examination is 
required; and

d)	 Priority response to requests for rulings from national Customs authorities.

5.	 possibility to request a specific place (e.g. premises) and time other than the 
competent customs office for customs control to be carried out

a)	 Carry out customs control activities at premises of the AEO on his/her self-
request basis; and
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b)	 Keeping Customs offices open on a continuous basis when a tangible need for 
such coverage has been specifically identified.

4.3.  	 Benefits granted to the AEO Gold Level (AEO-G):

An AEO-Gold level is envisaged for economic operators established in the Common Market who 
would like to benefit from particular facilitations related to customs controls relating to security 
and safety when the goods enter or leave the customs territory of the Common Market.

An AEO-Gold level is entitled to the following main benefits:

a)	 Facilitations regarding pre-departure declarations;

b)	 More favourable treatment than other economic operators in respect of 
customs controls, including fewer physical and document-based controls in 
respect of security and safety;

c)	 Prior notification in case of selection for customs control;

d)	 Priority treatment if selected for control;

e)	 Possibility to request a specific place for such control;

f)	 Special measures relating to periods of trade disruption or elevated threat 
level; and

g)	 Mutual recognition with third countries or trade partners

An AEO-Gold level is recognised as an economic operator who has taken appropriate measures 
to secure his or her business and is thus a reliable actor in the international supply chain both 
from the perspective of the relevant government authorities and from the perspective of his or her 
business partners. The AEO-Gold is taken into account with respect to MRAs with third countries.

The abovementioned benefits are elaborated in detail here below as follows.

1.	 Facilitations regarding pre-departure declarations;

a)	 Fast track processing of Advance Rulings (Origin, Tarif, and valuation);

b)	 Pre-arrival clearance of imported goods/consignments; and

c)	 Pre-examination of exported goods/consignments.

2.	 More favourable treatment (fewer physical and document-based controls).

More favourable treatment than other economic operators in respect of customs controls, 
including fewer physical and document-based controls in respect of security and safety:

a)	 Account-based processing rather than transaction-by-transaction clearance 
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of accounts;

b)	 Eligibility for remote Customs clearance procedures;

c)	 Waiver of transit/movement/ bond or guarantee;

d)	 Waiver of electronic cargo trucking system;

e)	 Minimum/waiver number of cargo security inspections;

f)	 Exempt/reduce guarantee or security for customs duties & taxes and charges 
which may be required;

g)	 Provide differed payment/credit facility;

h)	 Simplified post-entry or post-clearance audit programmes;

i)	 Eligibility for self-audit or reduced audit  programmes;

j)	 Favourable mitigation relief from Customs assessments of liquidated damages 
or non-criminal administrative penalties, except for fraud;

k)	 Ability to file a corrective action or disclosure prior to the initiation of a 
Customs non- criminal administrative penalty procedure, except for fraud;

l)	 No penalties or liquidated damages imposed for late payment of duties, with 
only interest accruing;

m)	 Guaranteed renewal of business license including clearing agents, transit, 
warehouse operators; 

n)	 Voluntary basis and free of charge Customs services/Assistance/Consultation;

o)	 A dedicated AEO service window/Desk or Client Relations Manager (Officer) 
Benefit the services of a Customer Relations Manager;

p)	 Provide access to special information of customs and AEO related information

q)	 Fewer physical and document-based controls (lower risk score) for not security 
and safety controls;

r)	 Facilitates refund request;

s)	 Self-management of bonded warehouse;

t)	 Entry summary declaration; and

u)	 Customs declaration with security and safety data for exit summary 
declaration.
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3.	 Prior Notification in case of selection for customs control related to security and 
safety;

a)	 Providing access to information of value to AEO participants, including names 
and contact information for other AEO participants, with the consent of those 
participants and List of recognized security standards and best practices.

4.	 Priority Treatment if selected for customs control related to security and safety;

a)	 Priority consideration for participation in customs consultative and new 
programmes;

b)	 Priority over non AEOs if it is selected for examination; and 

c)	 Priority treatment in all government service provisions (e.g. VIP service).

5.	 Possibility to request a specific place and time for such control.

a)	 Physical inspection of goods, if any, is carried out at operator’s premises; and

b)	 Provide 24/7 service to the AEO Gold Level at his/her convenient time based 
on self-request

6.	 Special measures relating to periods of trade disruption or elevated threat level:

a)	 Accord Priority processing by Customs during period of elevated threat 
conditions;

b)	 Priority processing following an incident requiring the closing and re-opening 
of ports and/or borders; and

c)	 Priority in exporting to affected countries after an incident.

7.	 Mutual Recognition with third countries

a)	 Potential for future reciprocal arrangements and mutual recognition with 
countries or trading partners that adopt the WCO AEO Safe framework.

4.4. 	 Benefits granted to the AEO-Diamond Level (AEO-D)

Both types of authorisations, AEO-S and AEO-G, may be held at the same time. In this case, the 
operator has to fulfil the criteria for both AEO levels and receives the benefits relating to both at 
AEO - D level.

Where an applicant is entitled to be granted both an AEO-S and an AEO-G authorisation, the 
customs authority or a competent to take the decision shall issue one combined authorization, 
i.e. AEO-D.

For the purpose of the management of the AEO-S and AEO-G authorisation held at the same time 
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by an economic operator, the electronic exchange of information takes place via a unique AEO 
authorisation number (which shall include the structure of country code followed by letters AEOD 
and the national authorisation number).

4.5. 	 Indirect benefits:

a)	 Recognition as a secure and safe business partner;

b)	 Improved relations with Customs and other government authorities; and

c)	 Other indirect benefits such as improved planning and customer service, 
reduced theft and losses, reduced security and safety incidents, lower business 
costs and increased co-operation and improved security and communication 
between supply chain partners.

The AEO benefits are dependent on the status (type) of the authorisation, as summarised below in 
Table 1. To enable customs authorities to deliver these benefits, the AEO should ensure its unique 
identification number is declared to customs and the CBRAs.

Table 1: Summaries of AEO benefits based on status of AEO Authorization

Benefit granted to AEOs

AEO-S

Status of AEO Authorisa-
tion

A E O -
G

AEO-D

1. Easier admittance to customs simplifications X X

2. Prior notification in case of selection for physical control (re-
lated to safety and security)

X X

3. 

a) 

b) 

Fewer physical and document-based con-
trols related to security and safety related to 
other customs laws

X

X

X

4. 

a) 

b) 

Prior notification in case of selection for customs con-
trol related to security and safety related to other cus-
toms laws

X

X

X

5. Priority treatment if selected for control X X X

6. Possibility to request a specific place for customs controls X X X

7. Special measures relating to periods of trade disruption or el-
evated threat level:

X X

8. Indirect benefits X X   X

9. 
Mutual Recognition with third countries or trade partners X   X
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5. 	 SELECTION/ELIGIBILITY CRITERIA: Security and Compliance Requirements 

This part outlines the detailed selection/eligibility criteria for the Regional AEO Scheme, in line 
with the CMR. The selection criteria are the minimum security and compliance requirements that 
shall be applied in evaluating applicants for AEO authorisation in the COMESA Member States. 

To be eligible for AEO authorisation, the applicant must be a legal entity incorporated within the 
COMESA region and this should be supported by Company details with a valid business license/ 
permits for at least 3 years prior to applying for AEO authorization.

The selection criteria must apply for all applicant operators depending on the nature and types of 
business of operators. The applicant should be able to provide information and ensure compliance 
with the following criteria:

a)	 Status of Company Details;

b)	 An appropriate record/history of compliance with customs requirements and 
other relevant regulations;

c)	 A satisfactory internal control system of managing all required commercial 
and accounting records and, where appropriate, transport (logistics) records, 
which allows appropriate customs controls;

d)	 Proven financial solvency/integrity/viability;

e)	 where applicable, appropriate security and safety standards;

f)	 Nature and flow of goods traded in by the company;

g)	 Volume (Value) of business - Imports/Exports trends of the company;

h)	 Monitoring, measurement, analysis and improvement process; and 

i)	 Consultation, co-operation and communication.

The detailed information to be provided and the required processes and procedures economic 
operators are expected to have in place in order to meet the eligibility criteria are described as 
follows.

5.1. 	 Company details

a)	 The applicant should provide, and/or demonstrate the Company details 
including  following: Valid business license that shows legal entity incorporated 
within the COMESA region;

b)	 Company Internal organization characteristics including structure and 
position of the official responsible for Customs matters in the organization 
structure;

c)	 Contact person(s) for the purpose of the AEO authorisation and his/her 
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respective contact details;

d)	 Nature of business which should be in line with eligibility requirements 
(The applicant should provide detailed information allowing Customs to get 
sufficient and clear understanding of the company’s role in the international 
trade supply chain);

e)	 Key employees responsible for customs matters with Competence or 
professional qualifications in Customs matters; and

f)	 The company is required to prove at least three years of engagement in the 
business applying for (e.g. import, export, transit) prior to applying for AEO 
Programme.

5.2. 	 Record (history) of Compliance with Customs Requirements and other relevant 		
	 government regulations

The applicant should not have breached any laws, rules and regulations pertaining to customs, 
domestic taxes and all relevant Government Agencies for a period of 3 years prior to application 
for authorisation. 

Where the applicant has been established for more than 1 but less than 3 years, customs authorities 
shall assess the fulfilment of the condition on the basis of the records and information that are 
available and for the period the company has been established.

The applicant should provide, and/or demonstrate the following:

a)	 The applicant should have compliance history for a period of 3 years;

b)	 With no record of offence/infringement of customs laws or any other tax laws 
or related laws of the Member State;

c)	 With a tolerable number of technical errors/mistakes and evidence of 
corrective action;

d)	 With evidence of self-compliance checks and voluntary disclosure (The 
applicant should have in place procedures ensuring that relevant employees 
are instructed to inform the Customs whenever compliance difficulties 
are discovered and established procedures for informing Customs of such 
difficulties);

e)	 Presence of and adherence to a professional code of conduct;

f)	 With no duties and tax arrears (taxes past the due date) unless the applicant 
has an approved settlement plan with the Member State Revenue Authority;

g)	 With evidence of compliance with all relevant government regulations;
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h)	 The applicant must not have been convicted of any criminal offence;

i)	 The applicant’s representative/agent or CEO in customs matters must not have 
been convicted for any criminal offence that that undermines their honesty 
and integrity; and

j)	 An applicant who has already been an AEO before and his AEO authorisation 
has been revoked by customs, can submit a new application after three years 
following the date of revocation of the previous AEO authorisation.

5.3. 	 Internal Control System of managing commercial, accounting and logistical records

The applicant shall have a satisfactory internal control system to maintain timely, accurate, 
complete and verifiable records relating to its customs related commercial transactions, 
accounting and logistical records and activities. 

The applicant must demonstrate that the computer systems, the organizational internal 
operational procedures and processes will ensure compliance, depending type and size of the 
business.

In this regard, the condition on this criterion shall be considered to be fulfilled if the following 
conditions are met:

a)	 Establish standard and integrated accounting and logistical systems. 

	 The applicant should maintain an accounting system which is consistent with 
the generally accepted accounting principles (GAAPs) or equivalent latest 
Accounting Standards, allowing audit-based customs control and maintaining 
a historical record of data that provides an audit trail from the moment the 
data enters the file.

b)	 Adequate internal control management procedures. 

	 The applicant should have an administrative organisation which corresponds 
to the type and size of business and which is suitable for the management of 
the flow of goods, and has internal controls capable of preventing, detecting 
and correcting errors and of preventing and detecting illegal or irregular 
transactions.

c)	 Adequate level of automation of company processes

	 This includes, where appropriate, electronic registers, cargo and stock 
movements, and inbound and outbound processes and capacity of connectivity 
with customs electronic systems

d)	 Ease of access to company records by customs. 

	 The applicant should allow the customs authority physical access to its 
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accounting systems and, where applicable, to its necessary commercial and 
transport records.

e)	 Maintenance/archiving of records for a specified period in line with the 
COMESA CMR. 

	 The applicant should have satisfactory procedures in place for the archiving of 
its records and information and for protection against the loss of information 
(The applicant shall have an established internal record keeping system, a 
Quality Management System, and or a compliance guide book that ensures all 
documents related to import transaction and import processing documents 
are correct and stored for an adequate time period for later production to 
Customs); and

	 The company should also agree to undergo an ex-post audit and meet the 
requirements of such audit, granting customs officers access to the results of 
the audit at its premises in accordance with the law.

5.4. 	 Financial Solvency/Integrity/Viability

Financial solvency/viability of the AEO is an important indicator of an ability to maintain and 
improve upon measures to secure the supply chain.

The applicant must demonstrate adequate financial standing sufficient to fulfill its commitments 
with regard to the characteristics and the type of business. The applicant shall be deemed to have 
met the condition of solvency if it can be proven for the past 3 years. 

The applicant shall not be subject to bankruptcy proceedings and must have fulfilled his obligations 
regarding payments of Customs duties, taxes and other charges for the last three years.

The AEO applicant shall maintain and provide documents to demonstrate the company’s 
financial solvency, which may include, profit and loss statements and balance sheets; declaration 
of insolvency proceedings, if any, and statements from banks, financial institutions or National 
Revenue (Tax) Authority.

5.5. 	 Security and Safety Standards

The applicant must demonstrate a high level of awareness on established security and safety 
measures, internally and in its business activities with clients. Understanding and implementation 
of safety and security controls must extend to the applicant’s personnel.

The condition on security and safety standards shall be considered as fulfilled where the applicant 
provides evidence of:

a)	 General information on safety and security procedures. 

These shall include provisions on:
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· 	 Reliable procedures and a written system to ensure the company’s supply 
chain has security controls; 

.      Regular assessments of the security risks in their operations and taking 
appropriate measures to mitigate those risks;

· 	  Regular self-assessment of the security management system;

· 	 Fully document of the self-assessment procedure and those of responsible 
parties; and

· 	 Include in the review assessment results, feedback from the designated parties 
and recommendations for possible enhancements to be incorporated in a 
plan for the forthcoming period to ensure continued adequacy of the security 
management system.

b)	 Appropriate premises (physical building) security.

 This shall include the following, as appropriate and based on risk:

· 	 The premises (physical buildings) to be used in connection with the operations 
relating to the AEO authorisation provide protection against unlawful intrusion 
and are constructed of materials which resist unlawful entry;

· 	 Appropriate security measures that monitor and control the facility’s exterior 
and interior perimeters, such as standard fences, Cameras (CCTV), Mail Service 
Security, Lock and Key Control System, and Perimeter and Interior Alarms;

· 	 appropriate measures are in place to prevent unauthorised access to offices, 
vehicles, vessels, aircraft, shipping areas, loading docks, cargo areas and other 
relevant places. If access control is not possible increased precautions in other 
security aspects is needed; and

· 	  employees issued with identification or badges issued and supervised by the 
applicant. Only properly identified and authorized persons, vehicles and goods 
are permitted to access facilities

c)	 Appropriate cargo security. 

This shall include the following, (as appropriate and based on risk):

.       	  Established measures and routine procedures to ensure the integrity of cargo;

 ·        	 Established administrative procedures on handling and inspecting cargo;

·        	 Ownership and maintenance of cargo storage facilities;

· 	 Sealing and tracking of cargo; 	       
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· 	 Entry restriction to cargo areas.

d)	 Appropriate logistical/conveyance (transportation) security. 

This shall include the following, (as appropriate and based on risk):

· 	 All transport conveyances used for the transportation of cargo within its 
supply chain are capable of being effectively secured;

· 	 All operators of conveyances used for the transportation of cargo are trained 
to maintain the security of the transport conveyance and the cargo at all times 
while in its custody; and

· 	 Consider potential places of concealment of illegal goods on transport 
conveyances, ensure that these places are regularly inspected, and secure all 
internal and external compartments and panels, as appropriate.

e)	 Adequate Information Technology (IT) security. 

	 These are measures to protect against misuse and access by unauthorized persons.
This includes the following, as appropriate and based on risk:

· 	 Ensure standard system security and computerised environment necessary 
for information exchange, access and confidentiality;

 · 	 Establish back-up routines in case of computer system failures; and

· 	 Introduce the use of national and regional standards in line with the 
international standards (such as the WCO SAFE Framework) regarding 
electronic data structure, timing for submission and message content. 

f)	 Appropriate measures for crisis management and incident recovery. 

	 The applicant shall establish crisis management and recovery procedures, which 
shall include planning and disaster recovery measures:

· 	 Develop and document, in conjunction with the appropriate authorities, where 
advisable or necessary, contingency plans for emergency security situations 
and for disaster or terrorist incident recovery; and

 · 	  Include periodic training of employees and testing of emergency contingency 
plans. 

g)	 Appropriate Personnel Security. 

	 This is concerned with the screening of employees and prospective employees and 
shall include the following, as appropriate and based on risk:
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· 	 Procedures on recruiting new staff to verify that they are not previously 
convicted of security-related, Customs or other criminal offences, to the extent 
permitted by national legislation;

· 	 Conduct periodic or cause background checks on employees working in 
security sensitive positions; and

 · 	 Have employee identification procedures.

h)	 Education, training and awareness of employees of security

	 Education, training and awareness encompass education and training of personnel 
regarding 	 security policies, encouraging alertness for deviations from those 
policies and knowing what 	 actions to take in response to security lapses. In this 
regard, the applicant should ensure the following conditions are met:

· 	 Make every reasonable effort, as logically based on its business model, to 
educate its personnel, and where appropriate its trading partners, with regard 
to the risks associated with movements of goods in the international trade 
supply chain;

· 	  Provide educational material, expert guidance and appropriate training on the 
identification of potentially suspect cargo to all relevant personnel involved 
in the supply chain, such as, security personnel, cargo-handling and cargo-
documentation personnel, as well as employees in the shipping and receiving 
areas to the extent they are within the AEOs control;

· 	 Keep adequate records of educational methods, guidance provided, and 
training efforts undertaken to document the delivery of such programmes;

· 	 Make employees aware of the procedures the AEO has in place to identify and 
report suspicious incidents;

· 	 Conduct specific training to assist employees in maintaining cargo integrity, 
recognizing potential internal threats to security and protecting access 
controls;

· 	 Upon request (if practicable), make Customs familiar with relevant internal 
information and security systems and processes, and assist Customs in 
appropriate training in search methods for those premises, conveyances and 
business operations of the AEO controls.

i)	 Appropriate security requirements on trade partners. 

		  The applicant shall have to prove to the satisfaction of Customs that:

	  · 	 Has taken measures to allow clearly to identify his/her business 
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partners;

· 	 Where applicable, when entering into negotiated contractual arrangements 
with a trading partner, encourage the other contracting party to assess and 
enhance its supply chain security and, to the extent practical for its business 
model, include such language in those contractual arrangements; and

· 	 Has established a system of reviewing relevant commercial information 
relating to the other contracting party before entering into contractual 
relations

5.6. 	 Volume (Value) of business 

There is no threshold to determine whether a company may apply for an authorisation. The volume 
of the applicant’s business will be used to gauge eligibility (Risk assessment) for authorisation. 
Whereas specific requirements may vary, the following shall be examined to establish the relevant 
position:

a)	 Statistics on the operator’s business operation:

(i)	 Annual sell turnover (general) of the last 3 years;

(ii)	 Annual net profit of the last 3 years; and

(iii)	 Contribution to Employment (Number of staffs).

b)	 Statistics on customs and tax matters: 

(i)	 Annual Value of Imports/Exports trends of the company for the last 3 
years:

(ii)	 Number of Customs declarations import/export/transit

(iii)	 The volume of duties and taxes paid by the operator in the last 3 years.

c)	 Warehouse/Storage Capacity

5.7. 	 Nature and flow of Goods Traded in

The applicant shall be assessed as to the nature and flow of goods traded in. The assessment shall 
take into account:

a)	 Customs procedures in respect of the nature of goods, including list of countries 
of trade, preferential measures; licensing and certification; and Other legal 
requirements. 

b)	 Internal aspects with regard to control over stock movement shall also be 
examined including registration procedure and reconciliation of movement 
of inflow of goods (ordered, entered and received); Storage; Production; Chain 
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of Custody; and Outgoing flow of goods (delivery from warehouse, shipment, 
transfer).

5.7. 	 Satisfactory practice of Monitoring, Measurement, Analysis and Improvement Process

The AEO in collaboration with national customs administration should plan and implement 
monitoring, measurement, analysis and improvement processes in order to assess consistency 
with these guidelines with the view to ensure integrity and adequacy of the security management 
system; and identify potential areas for improving the security management system in order to 
enhance supply chain security.

The applicant shall ensure that the following are met:

a)	 Regularly undertake, as specifically outlined in the AEO programme, 
assessments of the security risks in its operations and take appropriate 
measures to mitigate those risks;

b)	 Establish and conduct regular self-assessments of its security management 
system;

c)	 Fully document the self-assessment procedure and the responsible parties; 
and

Include in the review assessment results, feedback from the designated parties and 
recommendations for possible enhancements to be incorporated in a plan for the forthcoming 
period to ensure continued adequacy of the security management system.

5.8.  	 Consultation, co-operation and communication

Customs, other competent authorities and the AEO, at all levels, regional, national and local, should 
consult regularly on matters of mutual interest, including supply chain security and facilitation 
measures, in a manner which will not jeopardize enforcement activities. The results of this 
consultation should contribute to Customs development and maintenance of its risk management 
strategy.

In this regard, the applicant should demonstrate the following conditions are met:

a)	 Provide clearly identified and readily accessible local points of contact or a 
corporate contact that can arrange immediate access to a local contact for 
all matters identified as being of compliance and enforcement interest to 
Customs (cargo bookings, cargo tracking, employee information, etc.);

b)	 Individually or, as appropriate, via an industry association, engage in an open 
and continuing mutual exchange of information with Customs, exclusive of 
information that cannot be released due to law enforcement sensitivities, 
legal basis or other precedent;
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c)	 Through particular mechanisms set forth in the national customs authority, 
notify an appropriate Customs official of any unusual or suspicious cargo 
documentation or abnormal requests for information on shipments; and

d)	 Through particular mechanisms set forth in the national customs authority, 
provide timely notification to Customs and any other relevant authorities 
when employees discover illegal, suspicious or unaccounted - for cargo (Such 
cargo should be secured, as appropriate).

6.  	 APPLICATION AND AUTHORISATION PROCESS AND PROCEDURES 

This part provides a general overview of the complete application and authorisation process and 
procedures which includes application, verification and authorisation procedures.

6.1. 	 General Procedures:

The authorization process should take into account the different levels of compliance that an 
AEO might achieve. The authorization implementation process should include incentive-based 
benefits and should consider the differences in risk rating with regard to the various activities 
and roles undertaken within the international trade supply chain. It should be noted that the 
accreditation process and procedures logically flows from and alongside the regional Risk 
Management and Post Clearance procedures. It is advised that the user of this Guideline should 
be familiar with those other procedures as they pertain to the AEO as well.

This process begins with the applicant’s application accompanied by self-assessment and 
Customs validation process to confirm compliance with the conditions and the criteria of the AEO. 

The applicant for AEO shall commit itself to an application and authorization process with its 
national Customs administration to implement supply chain security standards as set out in the 
CMR and this Guideline. 

In order to execute effective self-assessment, the AEO shall appoint an individual within its 
management structure to be responsible for all supply chain security measures with regard 
to a specific national AEO programme. This nominated person shall also be responsible for 
communication with the Customs administration regarding the AEO approval system and 
maintenance of the standards. 

Authorization will be granted by the national Customs administration after validation of the 
fulfillment of AEO conditions and requirements. The systems and procedures which govern the 
establishment and maintenance of AEO status are, by reference, incorporated into this Guideline 
in their entirety.

The conditions and requirements must be fulfilled within prescribed time limits determined by 
the authorizing Customs administration. Chaired by the Customs higher official, the validation 
Committee shall be comprising of other customs officers from relevant departments and other 
necessary experts with sufficient knowledge and experience in other regulatory government 
offices, as appropriate. roles of the validation committee may include:
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•	 Authorization of AEOs 

•	 Adjustment of AEO status/grades 

•	 Designation of companies whose authorization will be reserved 

•	 Rejecting/Cancellation of authorization of AEOs

•	 Other significant matters related with operating AEO program

While Customs under shall retain ultimate authority for authorising an AEO and for suspending 
or revoking such authorization, it may decide to designate third party validators to perform the 
assessment of an AEO applicant’s compliance with the Guideline security standards and best 
practices and/or for validating such compliance.

6.2. 	 AEO Application Process

The application process is as follows:

1.	 The Applicant shall consult with respective national Customs Administration 
prior to application for authorisation.

2.	 The Applicant should acknowledge that this is a voluntary programme and 
agree to implement core requirements pertaining to the role of an AEO as 
described in the COMESA CMR and this Guideline.

3.	 The applicant shall obtain the AEO Application Form and Self-Assessment 
Checklist or Questionnaire (SAQ) from the respective Customs Administration 
or Multipurpose online web-portal where available at the time.

4.	 The AEO application and SAQ shall comply with the form as laid down in the 
attached Annex.

5.	 The applicant shall carry out a self-assessment against the set criteria and 
only submit the application with supporting documents to the appropriate 
AEO Division or Officer in the respective Customs Administrations of the 
Member State if he/she meets the criteria. 

The supporting documents includes: -

a)	 Business certificate that shows company background and operating 
environment;

b)	 Submission of company audit reports;

c)	 Submission of record keeping/bank statements that indicates financial 
viability; and



80

OFFICIAL GAZETTE - Vol. 24

d)	 Evidence that shows AEO Status in any other Country.

6.	 The applicant shall be taken through the sensitization process by the 
AEO Division in the Member States to obtain more information about the 
programme.

7.	 The application for AEO status shall only cover the legal entity of the applicant 
and will not automatically apply to a group of companies. For example, the 
AEO status is not automatically granted to the AEO entity`s clearing agent or 
transporter as they will be required to apply separately for that status.

8.	 For maximum benefits to be derived, it would be ideal to have the whole 
supply chain players, for example the importer/exporter, the clearing agent, 
the transporter, the transit shed operator/container depot operator and the 
distributor the obtain the AEO status.

9.	 The Applicant shall be committed to implement, in conformance with its 
business model and risk analysis, the systems, procedures, conditions and 
requirements established in the SAQ in Annex.

10.	 The Applicant shall work with Customs cooperatively toward realizing the 
commitment of the Applicant for the submission and use of advance electronic 
information for risk assessment purposes.

6.3. 	 Validation of Application and Authorisation Process

1.	 The Customs administration shall receive the Application and SAQ and verify 
or validate the application to confirm whether the applicant satisfies all 
eligibility and selection criteria relating to AEO status before authorization 
will be granted. 

2.	 The verification or validation process shall be performed by designated 
officials of an authorizing Customs administration or by representatives 
of a designated third-party validator and shall be based on internationally 
recognized principles of audit and inspection. The Customs administration 
may designate a third-party validator who is trained and competent to 
perform the assessment of compliance with the security standards and best 
practices. However, decisions regarding authorization and validation will in 
such instances remain the purview of the Customs administration.

3.	 For each applicant, the AEO validation committee or unit shall obtain the 
information regarding the compliance of the applicant and consult the other 
Member States to establish whether they meet set criteria. 

4.	 The Validation Committee shall be established from various relevant 
department or sections to approve the application before Authorization by a 
designated customs officer.
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5.	 While undertaking verification application process, the following activities 
shall be carried out, among other:

a)	 Verify the application and SAQ submitted;

b)	 Check compliance history with customs risk profile database specific to the 
company;

c)	 Check risk compliance assessment with National Revenue (Tax) Authority 
and other relevant government regulatory agencies;

d)	 Check risk profile with any other country in the region or trading partner;

e)	 Conduct a pre-audit-based verification;

f)	 Onsite verification/validation at company premises;

g)	 Review of security procedures of the company; and

h)	 Comprehensive compliance assessment.

6.	 For the purposes of the validation whether the eligibility and selection criteria 
are fulfilled, customs may take into account expert conclusions provided by 
the applicant, where the expert having drawn the conclusions is not related 
to the applicant. The applicant shall make available to customs any audited 
reports and supporting documents by qualified auditors.

7.	 Any information obtained in the course of the validation procedure and 
within the scope of the Authorization is confidential between the Customs 
administration and the individual AEO and may be used solely for the purpose 
for which it was provided.

8.	 Upon the validation of the AEO’s successful implementation of required 
measures, the Applicant shall be duly authorized as an AEO by the national 
Customs administration.

9.	 The AEO authorization will be valid unless it is revoked, withdrawn or 
suspended for a material failure to abide by the terms and conditions of the 
Authorization.

6.4. 	 AEO Authorisation Certificate

Once the validation process is successful, the customs issued and provide with appropriate 
AEO Certificate that indicates of the authorisation for the AEO benefits. The three types of AEO 
certificates shall be issued in accordance to this Guideline.

The AEO Authorisation certificate shall by accompanied by MOU jointly signed between the 
Customs and the applicant as set out in the Model Format in Annex 4.
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The AEO Authorisation certificate shall be issued with standard logo and contain a name of 
company, unique identification number and granted status of AEO as the Sample Format attached 
in the Annex 5.

6.5. 	 Time-limit:

Customs administrations shall respond to an AEO application within a reasonable period of time 
not later than 60 days. The response shall have necessary information including description of the 
decision to grant the AEO authorisation or to reject the application with reasonable justifications.

Where customs administration is unable to comply with the time-limit under the abovementioned 
standard, Customs shall inform the applicant of the fact before the expiry of that time-limit, 
stating the reasons and indicating the further period of time which they consider necessary in 
order to gather relevant information and/or take a decision. The further period of time shall not 
exceed 30 days.

Where after acceptance of the application during the validation process, if customs considers it is 
necessary to ask for additional information from the applicant, it shall set a time-limit that shall 
not exceed 30 days to provide the information. The above mentioned 30 days time-limit shall be 
extended by that period.

6.6. 	 Obligations of an AEO

Following it authorization, the AEO is required to the followings:

1.	 Keep proper records it terms of Customs laws and other relevant government 
regulations.

2.	 Ensure its members of staff conduct their business in accordance with the 
procedures of the Customs laws and procedures or any relevant instructions 
given by the Customs Authority as set out in this guideline.

3.	 Ensure a relationship of good faith is maintained by its staff at all times in 
dealing with the Customs Authority. 

4.	 Maintain an accounting system which is in accordance with the Generally 
Accepted Accounting Practices (GAAP) and which facilitates audit-based 
Customs controls.

5.	 Allow Customs Authority physical and electronic access to the information 
and documents as provided for in terms of the Customs laws and procedures 
or any relevant instructions given by the Customs Authority as set out in this 
guideline.

6.	 Ensure that its business premises are in conformity with the appropriate 
security and safety standards.
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7. 	 Post Authorization Monitoring and Management 

The Post Authorisation Monitoring and Management of the AEO shall consist of the following 
activities: monitoring, post clearance audit (reassessment), Re-validation (re-authorisation), 
suspension, and revocation of the AEO authorization as well as AEO Appeal Procedures.

7.1. 	 Monitoring and follow-up Process

1.	 Customs administrations shall establish and implement continuous follow-
up and monitoring mechanisms to ensure that the conditions and criteria 
are fulfilled by the AEO and benefits granted to the AEO are delivered by the 
Customs in accordance to the CMR and the guideline. 

2.	 As part of the benefits and follow-up mechanism, the AEO Division in Customs 
Administration shall appoint Client Relationship managers (officers), as 
appropriate, at its Branch Office and/or Head office to support the AEO and 
oversee smooth running of the day to day AEO transactions.

3.	 The Applicant should maintain the records specified in the applicable 
national Customs laws and regulations concerning commercial transactions 
relating to goods being traded in the international trade supply chain to make 
these available to the Customs administration for the purpose of monitoring, 
periodic audit and re-validation.

4.	 The AEO shall comply with the obligations resulting from the authorization 
and inform Customs without delay of any factor or contravention if arising 
after the authorisation is granted, which may influence its continuation or 
content.

5.	 The Customs Administration shall, at all times, maintain control and 
jurisdiction over all manual or electronic data provided by AEOs to Customs 
and retain it for specific period of years as set out in the CMR to ensure the 
proper destruction of all copies of such data, as appropriate, as well as having 
procedures and back-up capabilities in place to protect against the loss of or 
unauthorized access to information.

6.	 For the above purposes, the Customs administration shall have a 
comprehensive and automated AEOs Risk Profiles database and management 
system to ensure the appropriate support, monitoring and managing AEO as 
well as the online exchange of information and documents in line with risk 
management principles.

7.2. 	 Post Clearance Audit/Reassessment Process

1.	 The AEO Division or other relevant division in the Customs administration 
shall periodically (every three years) reassess/Audit the integrity of systems 
and procedures being applied by the AEO under the Authorization to verify/
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check based on risk analysis if the compliance levels are maintained.

2.	 In specific cases, where necessary, customs may carry out, where appropriate, 
random spot checks and visits to the operator’s premises and reassessment/
post clearance audit before the expiry of the 3 years period to check if the 
compliance levels are maintained based on intelligence and risk-based 
control.

3.	 Although in general the re-assessment to be done may vary from case to case, 
the following common elements should be taken into account:

a)	 scope of the re-assessment – the criteria and conditions to be checked or 
verified taking into account the reasons for starting the re-assessment.

b)	 method of re-assessment - only documentary check or combined with an on-
site visit where appropriate for the specific criteria to be re-assessed;

c)	 time-limit – there is no time-limit specified for conducting a re-assessment. 
However, it has to be defined depending on the number of the criteria to be 
checked, whether an on-site visit is envisaged and normally it should not go 
beyond the same time-limits for the original AEO decision;

d)	 re-assessments involving other Member States- where the re-assessment 
involves a re-assessment of the criteria in other Member States, the rules for 
the consultation procedures in Exchange of information between Member 
States and with other government authorities shall apply. Normally, the 
customs authority in the other Member State shall determine whether a 
visit is required as part of the re-assessment process. The time-limits for the 
other Member State(s) to respond should follow the normal time-limits for 
consultation under CMR or other related laws.

e)	 other customs authorisations affected - when a re-assessment is carried out, 
it is advisable to establish whether the AEO holds other authorisations or 
simplifications that are conditional on compliance with the AEO criteria, for 
example authorisation to use simplified procedures. Where this is the case, it 
should be taken into account and any possible duplication of re-assessment 
work both in terms of the customs resources and the economic operator 
concerned should be avoided.

f)	 re-assessment report - in terms of reports and documentation similar approach 
as for the original audit should apply. It is important that the subsequent 
action proposed is reflected in the report i.e. suspension, revocation, measures 
to be taken and deadlines.

g)	 availability of the results - it is necessary to make the results of the re-
assessment available to the customs authorities of all Member States, and 
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where appropriate other government authorities, using the communication 
system EOS no matter whether it has been involved in a consultation procedure 
or not.

4.	 The Customs administration shall communicate the responsible AEO 
regarding the result of the post clearance audit or reassessment within short 
period of time after it has finalised.

7.3. 	 Revalidation/Re-authorisation 

1.	 Where following the periodical reassessment (every 3 years) the AEO is 
found compliant, the AEO Division or other relevant division in the Customs 
administration shall prepare a report of findings and submit to the approval 
Division or committee for re-authorisation.

2.	 Depending the outcome of the re-assessment, the AEO can be fully or partially 
revalidated or upgraded its previous status of AEO.

3.	 A copy of the report shall be provided to the AEO together with the renewed 
AEO authorisation. The Specimen Format for reauthorization or renewal is 
attached herewith in Annex.

7.4. 	 Warning, Suspension and Revocation

1.	 Where customs considers that one or more of the conditions for the AEO are not 
fulfilled or that the AEO does not comply with the obligations imposed under the 
AEO authorisation, depending on the gravity of non-compliance the approval 
committee or relevant division in customs shall make recommendations to 
the appropriate higher customs officer for warning, suspension or revocation.

2.	 The AEO may request the authorisation to be suspended if he is temporarily 
unable to fulfil the conditions for the authorisation or cannot comply with the 
obligations imposed under that authorisation.

3.	 Where warning is recommended, the appropriate Customs Officer may warn 
the AEO for a period not exceeding 6 months subject to correction of the non-
compliance issues and notify the Committee on Customs on the corrective 
measures taken.

4.	 Where suspension is recommended, the appropriate Customs Officer may 
suspend the AEO authorisation for a period of 30 days subject to correction 
of the non-compliance issues and notify the Committee on Customs on the 
corrective measures taken

5.	 Where suspension of the authorisation is on request by the AEO, the appropriate 
Customs Officer may suspend the AEO authorisation for the period notified by 
the AEO.
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6.	 If the company fails to resolve the non-compliance issues within the period 
allowed for warning or suspension, the appropriate Customs Officer may 
proceed with revocation of the authorisation.

7.5. 	 WITHDRAWAL AND TERMINATION OF AEO

1.	 The Customs Authority or the AEO may terminate or withdraw from the 
obligations under the signed Memorandum of Understanding (MOU) by giving 
the other three months written notice of intention to do so.

2.	 The termination or withdrawal will take effect on agreement of the two parties 
at the end of three months from the date of service of notice.

3.	 A party to this MOU that terminates the MOU will continue to perform its 
outstanding responsibilities as agreed upon until to the extinction of those 
obligations.

8. 	 AEO APPEAL PROCEDURES

1.	 National AEO programmes need to include a means of appeal against decisions 
by Customs administrations regarding AEO authorization including denial, 
suspension, If the economic operator has any appeal against decisions made 
by customs administrations regarding AEO authorisation including denial, 
suspension, revocation or withdrawal, he/she may submit an appeal in writing 
to the appropriate customs officer in the national customs administration.

2.	 The appeal shall be reviewed by the appropriate customs officers who is 
independent or higher department or body in/outside customs and handled in 
accordance with the Appeal procedures as set out in the CMRs.

3.	 Where the Economic operator does not appeal in writing within the stipulated 
time frame the decision is upheld.

4.	 Customs shall inform the operator in writing the final decision of the Appeal 
with 30 days after the submission of the appeal 

9. 	 Exchange of information related to the AEO

9.1. 	 Exchange of information between customs and other government authorities

In the framework of the AEO authorisation process, consultation and where appropriate exchange 
of information between customs and other government authorities is very important. Depending 
on the specific case and the respective legislation regulating it the level and form of consultation 
and/or exchange of information with other government authorities can be different.

The first case is the general condition that the AEO status is granted by customs authorities 
following consultation with other competent authorities. The necessity for such a consultation 
depends on a number of issues, e.g. type of economic activity of the applicant and goods involved; 
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possibility of checks by customs authorities based on the information available to them in order to 
establish whether the applicant complies with any obligations he or she might have under other 
relevant legislation (e.g. commercial policy measures, specific prohibitions and restrictions).

The second case where exchange of information with other competent authorities is necessary 
when other the CMR legislation provides for recognition of the AEO status. In these cases it is also 
the customs legislation that defines who these competent authorities are and the cases where 
exchange of information with them is obligatory in order to ensure the proper implementation of 
the respective recognition envisaged.

A third case could be, that the data exchange is based on national level to enhance the quality of 
the pending AEO authorisation and the authorisation/certificate issued by the other competent 
government authority and/or to avoid unnecessary double checks for the economic operator.

9.2. 	 Exchange of information between Member States

In the context of the AEO procedure, exchange of information between Member States is an 
important factor when it comes to assuring the compliance of an economic operator with the 
AEO criteria. This is particularly important because, once granted, the AEO authorisation is valid 
throughout the Common Market. It also recognises that many economic operators are engaged 
in customs activities in a number of different Member States across the Common Market and the 
assessment of the AEO criteria should be made against all their relevant customs activities. This 
can only be done through effective information and consultation procedures between the Member 
States.

The legislation assigns a leading role to the issuing Customs Authority that is responsible for 
accepting the application and granting the AEO authorisation. Nevertheless, customs authorities 
in the other Member States also play an important role in the process. Two different procedures 
are established in order to exchange information among Member States and provide to the issuing 
Customs Authority all the relevant information for taking the appropriate decision.

9.3. 	 Automation of AEO Procedures for Exchange of Information

The Customs administration are encouraged to establish a modern, fully flexible and 
comprehensive automation system for all steps of the AEO process based on open-sources, which 
can be integrated into any existing ICT-platforms and systems at national or regional level.

The Customs Administration shall provide all necessary training and awareness to all users of the 
automation systems including AEO, customs officers and other relevant cross border regulatory 
agencies.

10. 	 Mutual Recognition of Authorized Economic Operators

This part focuses on the general background and process of Mutual Recognitions Agreements and 
its implementation in line with the SAFE Framework

It must be acknowledged that a global system of mutual recognition of AEO status will require 
some time to accomplish and, in this respect, it is noted that just as it has been suggested by WCO 
Members and the WCO Secretariat that the SAFE Framework be implemented in a progressively” 
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phased approach”, so too should be the expectations for the future application of mutual 
recognition of Customs systems of control for partnership programmes. bilateral, sub-regional 
or regional initiatives are being developed as useful steppingstones toward such a global system.

10.1. 	 Process steps towards Mutual Recognition

For the Common Market, the following steps are recommended to achieve Mutual recognition

a)	 Member States shall have formal commitment to establish Mutual Recognition 
Agreement (MRA)

b)	 Comparison of legislations of the countries intended for MRA

c)	 Assessment of implementation of the respective programmes and exchange 
of best practices including on-site visits on both sides in line with 
recommendations on how to conduct monitoring/audit visits)

d)	 Agreement on MRA text in line with the COMESA Model MRA as attached 
in Annex 6 with these guidelines. The MRA text would typically contain 
the following essential parts: It states the compatibility of the two AEO 
programmes, enumerates the reciprocal benefits to be granted, as precise as 
possible. It contains the data that is subject to the automatic data exchange 
and data protection rules. Furthermore, it contains procedural rules, including 
rules on the unilateral suspension of benefits

e)	 Electronic data exchange system between/among the Member States

10.2. 	 Identification Benefits for AEOs under the MRA:

In MRA, identification of benefits for AEOs on reciprocal basis as agreed in the bilateral, regional or 
multilateral levels in line with the WCO SAFE Framework Standards. The following are examples 
of real benefits which can be laid down in the individual agreements.

•	 Fewer security and safety related controls;

•	 Priority treatment at customs clearance;

•	 Joint Business continuity mechanism to respond to disruptions in trade flows;

10.3. 	 Implementation and follow-up after the signature of an MRA

The development and deployment of an Automated Data exchange mechanism is essential for the 
implementation of an MRA. In other words, the implementation of an MRA can only start, once the 
automated data exchange mechanism is up and running.

Once an MRA has been concluded, the dialogue with the partner country continues. There shall 
be frequent exchanges of information, about recent developments, including cooperation in cases 
of unilateral suspension of MRA benefits. In this regard, best practices (such as EU) regarding 
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the implementation of an MRA include joint outreach to trade at conferences, seminars and the 
developments of joint Frequently Asked Questions (FAQs) that explain the technical aspects of 
the MRA.

In order to make sure that both sides keep their standards regarding the AEO procedures it is 
highly recommended that regular monitoring visits take place on both sides.

10.4. 	 Process of AEO benefit from MRA

AEO companies with the security component that wish to benefit from the MRAs concluded by 
the Common Market need to check if they have provided their written consent to the exchange 
of information (other than the Name, Address, Type of AEO, AEO Number) with MRA partner 
countries. This written consent is to be submitted together with the AEO application. In any case, 
this consent can be provided or withdrawn at any time by the applicant/AEO. In order to provide 
or withdraw the consent the AEO has to contact the issuing competent authority.

The Customs Administration can publish the general information of the AEO (Name, Address, 
Type of AEO, AEO Number) on its website or other form without the consent of the Applicant. Only 
some detail information is subject to the consent of the applicant.

In order to benefit from the “Recognition of business partners during the application process” 
companies in the Member States applying for AEO status may indicate the AEO number of any 
business partner they may have which is AEO in one of the countries that the Common Market 
has an MRA with (name, address, AEO number). When a company applies for AEO status in the 
Common Market and has business partners who are AEO for security and safety in one of the 
countries that the Common Market has an MRA with, these business partners are considered safe 
and secure and generally no additional requirements (security declaration etc.) will be asked from 
them.

In order to benefit from the “fewer security and safety related controls and priority treatment at 
customs clearance” the AEO has to communicate its Identification number to his or her business 
partner in the respective MRA partner country. The business partner enters the Identiication 
number in the declaration form for the import process into the MRA partner country. 

10.5 	 Unilateral Suspension of Benefits

Under an MRA, it cannot be excluded that one of the partner countries discovers a case of security 
related incident in which AEO companies of the other party are involved (e.g. a seizure of narcotics 
from a container of an AEO company).

For these cases the respective MRA decisions can contain the legal basis for both sides to suspend 
the benefits of the AEO companies involved.

In those cases the information exchange will be conducted between designated Secretariat and 
MRA partner country contact points, and between the Member States and the Secretariat based 
on the agreed information exchange mechanisms though a secure electronic communication e.g., 
e-mail.
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10.6. 	 Recommendations for conducting an AEO audit or monitoring visit in another Member State

One of the essential parts of the MRA negotiation with partner countries, as well as part of the 
monitoring as part of the MRA implementation are AEO audit or monitoring on-site visits.

The aim of the on-site visit is to observe how the AEO programme is implemented in practice 
by the different Member States. The on-site visit should not be mandatory for all AEO. It can be 
carried out on selective AEOs based on sample or risk selectivity. Such visits can occur as part of 
the MRA negotiations (phase 2) and as part of the MRA implementation once an MRA has entered 
into force.

In general, the main interest is to confirm that the AEO legislation is implemented in a uniform 
manner by the Member States.

It consists of two parts, first an introduction to the national AEO organisation and structure and 
an overview about the company to be visited. The second part is the actual visit to the company. 

10.7. Discussion on the implementation of the AEO programme at Member State level

The main interest is to see how the AEO programme is implemented from an operational point of 
view at Member State level.

It should include a brief overview of the:

· 	 Customs Administration in general

· 	 AEO organisational structure, e.g. number of staff dedicated to AEO (full time 
and part time, training system, outreach to business community

· 	 Authorization procedure, including application and the self-assessment 
questionnaire, how security requirements are checked

· 	 Monitoring and post-audit

· 	 Cooperation with other Member states (during authorisation and monitoring)

10.8. Company visit:

The aim of the company visit is to observe Member States’ AEO auditors carrying out an audit at 
an applicant’s premises or a monitoring visit at an AEO company. Representatives of the MRA 
partner country, and Member States customs administrations will participate at the site visit as 
observers.

It is essential that the companies are informed about the purpose of the exercise and that they 
know that the aim is to confirm that the AEO implementation in the Member State visited is in 
line with the Common Market standards.

The visit to the premises of the applicant/AEO company is usually structured in the following way:

· 	 The visit should consist of a real-life audit, which in particular should be 
guided by the 	AEO auditors – not by the company:
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· 	 The company should be informed in advance of this visit and how it will be 
conducted:

· 	 Auditors should undertake their normal tasks

· 	 In case of an audit during an AEO application

· 	 In case of a Monitoring visit (existing AEO authorisation) i.e. ask the questions 
about recent developments that have an impact on AEOs, ask the company to 
explain or demonstrate their security procedures);

· 	 In case translation is necessary, time should be provided to translate the 
content of the questions of the auditors and answers of the company. The 
company should be informed about this approach beforehand;

· 	 The observers (from the MRA partner country) can only get a snapshot of the 
AEO 	 audit/monitoring process;

· 	 The validation visit should conclude with recommendations to the applicant;

· 	 The audit exercise should focus on the Security and Safety of these Guidelines.

11. 	 Implementation of the Guideline and Transition Framework

1.	 The Member States shall review and align their existing laws and procedures 
to implement their AEO programme in line with this Guideline;

2.	 The Member States should establish appropriate AEO structure at national 
and at branch office levels;

3.	 The Member States should publish its procedures to the public and share with 
Member States through the Secretariat;

4.	 The Customs Administrations in the Member States should sensitization and 
engage relevant stakeholders from public and private sector in developing, 
implementing and reviewing the AEO Programme;

5.	 The Customs Administrations in the Member States, in collaboration with the 
Secretariat, should provide technical trainings to customs officers and relevant 
CBRAs on AEO related areas such as AEO Validation, MRA negotiation, Risk 
Management, PCA and Change management; and

6.	 Each Member State shall establish monitoring and evaluation framework to 
measure and improve the implementation of AEO Programme in line with the 
COMESA guidelines.
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FORMS
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1.	 APPLICATION FORM

2.	 SELF-ASSESSMENT CHECKLIST/QUESTIONNAIRE (SAQ)

3.	 APPLICATION AND AUTHORISATION PROCESS 

4.	 MODEL FOR AEO MEMORANDUM OF UNDERSTANDING

5.	 SPECIMEN OF THE COMESA AEO CERTIFICATE AND LOGO

6.	 COMESA MODEL FOR MUTUAL RECOGNITION AGREEMENT (MRA)
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ANNEX 1: APPLICATION FORM FOR JOINING AEO PROGRAMME

A. GENERAL COMPANY INFORMATION

1. Full Legal Company Name

2. Legal status of the applicant 

(as given in the document of establishment)

3. Date of establishment (DD-MM-YYYY)

4. Full Address of Registration/establishment

(including Country, City,Street, Building, Floor, Post Code/Zip Code, Fax No., 
Phone No. and Website)

5. Trade License Number

6. Trade License Registration and Expiry date Registration Date

(DD-MM-YYYY)

Expiry Date

(DD-MM-
YYYY)

7. Tax	Identification	Number	(TIN)

8. VAT	identification	numbers

9. Type of Ownership (tick the appropriate) ·	 Corporation        · Partnership          · Sole Proprietor

·	 Wholly Owned Subsidiary                 · Joint Venture

·	 Other (Specify):………………………………….

B. COMPANY OPERATIONS

10. Your business nature or your role in the international supply chain 
(tick appropriate)

·	 Manufacturer         · Importer            · Exporter 

·	 Customs Agent      · Freight Forwarder   ·Transporter/Car-
rier

·	 Warehouse Operator         · Other (Specify) ………..                                     
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11. Full Address where the main activities of the company business are 
carried out (if different from the above)

12. Please indicate the date since you have started customs related ac-
tivities.

13. Number of Locations/sites in the country involved in international 
supply chain (If the company has multiple Locations involved in customs re-
lated activities, list all names of the locations and their full addresses and site 
contact persons (points) in country covered by this application)

14. Full	address	of	the	office	where	the	customs	documentation	is	kept

15. Full	address	of	the	office	responsible	for	providing	all	customs	docu-
mentations	(If	the	offices	have	the	same	address	as	above,	indicate	‘same’)	

16. Full	address	of	the	office	where	the	full	accounts	are	kept	(If	the	of-
fices	have	the	same	address	as	above,	indicate	‘same’)

C. DESIGNATED CONTACT PERSON IN CHARGE OF YOUR CUSTOMS MATTERS

17. Contact Person’s Full Name ID/Passport No

Designation/Position Title

Physical Address Country: City: Street: Building

Contact Address Phone: Mobile:  Fax: Email

D. TYPE OF AEO AUTHORIZATION STATUS REQUIRED

18. Describe for which type of AEO authorization status are you required 
or applied for

·	 AEO	Silver	–	Customs	Simplification

·	 AEO Gold – Security and Safety

·	 AEO	Diamond	–	Combined	Customs	Simplification	and	Security	
and Safety
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19. If your company is part of a group, please provide a brief description 
of the group and indicate if any other entities in the group

·	 Already have an AEO Authorisation

·	 Have applied for AEO status and are currently undergoing an 
AEO audit by a national customs authority

If	you	have	already	AEO	authorization,	describe	the	Type	and	Certificate	
No.

…………………………………………….

E. DOCUMENTS TO BE SUBMITTED

20. The following documents must be submitted to Customs (tick  the appropriate)

·	 An introduction  and Organzational Chart of the company

·	 Completed and signed AEO Self-Assessment Questionnaire (SAQ)1, with supporting documents as stated in the SAQ, including:

·	 List of executive management and board members, stating names, roles, addresses, passport or ID number 

·	 List of principle shareholders/owners including percentage of shareholding/ownership and stating names, addresses, passport or ID number 

·	 Standard Operating Procedures

·	 Process map(s)

·	 Site plan(s)

·	 Security measures put in place by the company to enhance the security of the company’s supply chain

·	 Copy of the company’s relevant security accreditations

·	 Other (Specify) …………………….

21. Number of Annexes and pages attached/submmitted with this Application

F. 

22. 

23. 

1  The completed Application and Self-Assessment Questionnaire (SAQ) should be signed by a Director/Managing Partner/Sole Proprietor or an authorised signatory as appropriate.
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G. DECLARATION AND UNDERTAKING

24. I/we	take	cognisance	of	all	the	conditions	listed	below	so	as	to	be	part	of	the	AEO	programme,	and	hereby	confirm	my	unreserved	adherence	to	
the said conditions, namely:

(a) I/We declare that all the information provided above and documents attached and submitted with application is true and correct, to the best of 
my/our knowledge and take full responsibility for its accuracy.

(b) I/We also undertake to inform the Customs Administration immediately of any change in the particulars declared on this application form. 

(c) By submitting this application, I/we acknowledge that I have read and understood my duties, responsibilities and rights as set out in the Customs 
laws and other applicable regulations/guidelines and agree to be fully comply with them.

(d) The Customs Administration may revoke the AEO Authorisation if I am found in violation of the conditions and requirements for participation in 
the AEO programme

(e)  By submitting this application, I accept that information regarding my operations may be shared with other Customs administrations as well 
as other regulatory agencies within the COMESA region.

(f) Any other conditions as may be imposed by the Commissioner of Customs Administrations under this Programme

H. SIGNATURE OF THE APPPLICANT OR AN AUTHORISED APPLICANT ON BEHALF OF THE COMPANY

25. Applicant Name ID/Passport Number

Designation/Title Email Address

Signature Date of Application

I. FOR OFFICIAL USE ONLY

26. Application Number Received Date Received by

27. Application	Verified	by

28. 

29. 

Queried

Rejected

Approval Sta-
tus

Date

Accepted ( Validity Status          Yes

           No
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ANNEX 2 : SELF-ASSESSMENT QUESTIONNAIRE  (SAQ)                                                                                                             

No.     QUESTIONS/CHECKLISTS APPLICANT RESPONSE C u s t o m s 
Observation

Customs

Risk Rating

1. COMPANY DETAILS

1.1 General Company Information

1.1.1 Do you have valid business licenses that show your company’s legal entity incorpo-
rated and engaged in the business applying for within the country/COMESA region 
for at least 3 years prior applying for this application for AEO Programme? Yes/No

If Yes, please describe it and attach copy.

1.1.1 Do you trade (sell or buy) with business (which is related to you?

(YES/NO)

1.1.2 Please provide details of any independently accredited standards to which you ad-
here.

List	certifications	under	other	security-related	programmes,	standards	or	other	na-
tional agencies or authorities if applicable.

 1.2 Internal organization characteristics

1.2.1 a) Briefly	 describe	 the	 internal	 organisational	 structure	 of	 your	 company	 (e.g.	
through an organisation chart) and the tasks/ responsibilities of each depart-
ment and

b) Give the names of senior management personnel (directors, heads of depart-
ments, head of accounting, head of customs department) responsible for areas 
relevant	for	this	application	(e.g.	customs	procedures,	finance,	human	resources,	
Security).

1.2.2 How many people are employed in your company?
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ANNEX 2 : SELF-ASSESSMENT QUESTIONNAIRE  (SAQ)                                                                                                             

No.     QUESTIONS/CHECKLISTS APPLICANT RESPONSE C u s t o m s 
Observation

Customs

Risk Rating

1. COMPANY DETAILS

1.1 General Company Information

1.1.1 Do you have valid business licenses that show your company’s legal entity incorpo-
rated and engaged in the business applying for within the country/COMESA region 
for at least 3 years prior applying for this application for AEO Programme? Yes/No

If Yes, please describe it and attach copy.

1.1.1 Do you trade (sell or buy) with business (which is related to you?

(YES/NO)

1.1.2 Please provide details of any independently accredited standards to which you ad-
here.

List	certifications	under	other	security-related	programmes,	standards	or	other	na-
tional agencies or authorities if applicable.

 1.2 Internal organization characteristics

1.2.1 a) Briefly	 describe	 the	 internal	 organisational	 structure	 of	 your	 company	 (e.g.	
through an organisation chart) and the tasks/ responsibilities of each depart-
ment and

b) Give the names of senior management personnel (directors, heads of depart-
ments, head of accounting, head of customs department) responsible for areas 
relevant	for	this	application	(e.g.	customs	procedures,	finance,	human	resources,	
Security).

1.2.2 How many people are employed in your company?

1.2.3 Give the following details (if they apply to the legal form of your company)

a) Provide details of the owners or main shareholders and include percentage 
held

b) Provide full details of the main shareholders that are involved with the day 
to day running/decision making of the business

c) Full details of the board members and/or managers

d) Full details of advisory board, if any, and board of directors

e) Full details of the person in charge of your company or exercising control 
over your company’s management

1.3 Competence or professional qualifications

1.3.1 Do you or the person in charge of your customs matters have practical experience of 
a minimum of three years in customs matters? Yes/No

If yes, please provide details proving this experience

1.3.2 Do you or the person in charge of your customs matters comply with the applicable 
quality standard concerning customs matters? Yes/No

If yes, please provide details 
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1.3.3

Have you or the person in charge of your customs matters successfully completed 
training covering customs legislation consistent with and relevant to the extent of 
your involvement in customs related activities, provided by any of the following:

a) a customs authority of a Member State;

b) an educational establishment recognized for the purposes of providing such 
qualification,	by	the	customs	authorities	or	another	body	of	a	Member	States	
responsible for professional training

c) a professional or trade association recognised by the customs authorities of 
a Member State or accredited in the Common Market, for the purposes of pro-
viding	such	qualification?

      Yes/No

If yes, please provide details regarding the training you or the person in charge of your 
customs matters have successfully completed.

1.3.4 Provide the names and contact details of the senior personnel (Directors, heads of 
departments, head of accounting, head of customs department etc.) of the company 
and	briefly	describe	the	stand-in	rules.

Please provide information on their professional background, in particular experi-
ence in customs matters

1.3.5 Have you documented fall back procedures when key staffs are absent?

1.3.4 Please describe any known planned changes to the company’s business practices or 
relationships that will impact the handling of goods or the supply chain currently 
being used.

1.4 Volume of business

1.4.1 a) 		Provide	the	annual	turnover	figure	of	completed	annual	accounts	for	the	last	3	
years prior to the date of this application.
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1.4.2 For each of the following, give an estimate of the number and value of the declara-
tions your company have made in each of the last three years prior to the date of the 
application:

a) Import

b) Export/Re-export

c) Transit

d) Special procedures

1.4.3 Please give an estimate of the amount of duties and taxes paid in each of the last three 
years for the following:

a) Customs duty

b) Excise tax

c) Import VAT

1.4.4 Has your company dealt in duty exempted goods in the last 3 years?  (Yes or No)

If Yes, give an estimate of the number and value of the declarations of those duty 
exempted goods that your company have made in each of the last three years prior to 
the date of the application?

 

1.4.5 a) If you own or use storage sites/premises, give the total storage capacity and av-
erage percentage of the storage capacity normally utilized?

b) If you use storage facilities which are not owned by you indicate who you rent/
lease it from?
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1.4.6 a)	 Please	describe	briefly	the	changes	you	may	foresee	in	any	structural	changes	in	
your company in the next 3 years? 

b)	 Please	describe	briefly	the	changes	you	may	foresee	any	major	changes	in	the	sup-
ply chain of your company is presently involved in, during the next 3 years?

1.5 NATURE AND FLOW OF GOODS TRADED IN

NATURE OF GOODS TRADED IN

1.5.1 Provide a list of the main countries in COMESA region as well as the rest of the 
world with which you trade.

1.5.2 a) Do you deal in goods which are subject to preferential rate of duty? (Yes or No). 

If yes, please give an overview of the preferential schemes you are using?

b) Have you documented procedures for claiming preferential rates of duty on im-
ports? Yes/No

 

1.5.3 Has your company dealt in duty exempted goods in the last 3 years? (Yes/No)

If Yes, please provide details

1.5.4 a) Do	you	deal	 in	goods	subject	 to	 licenses,	permits,	certificates	or	 restrictions?	
(Yes/No)

If yes, please provide details.

b) Have you documented procedures for administering these licenses? Yes/No

  FLOW OF GOODS TRADED IN

1.5.5 Depending	on	your	business	activity,	please	describe	briefly	the	registration	proce-
dure	(physically	and	in	the	records)	for	the	flow	of	goods	starting	from	their	arrival,	
the storage up to manufacture and shipment. Who keeps records and where are they 
kept?
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1.5.6 Have you documented procedures to control stock movement that includes recon-
ciliation	of	movement	of	inflow	of	goods	(ordered,	entered	and	received);	Storage;	
Production;	Chain	of	Custody;	and	Outgoing	flow	of	goods	(delivery	from	warehouse,	
shipment, transfer? (Yes/ No)

If	Yes,	briefly	describe	the	procedures	in	place	for	checking	stock	levels,	including	
the frequency of those checks and how are discrepancies handled (e.g. stocktaking 
and inventory)?

1.5.7 Have you documented procedures to control your manufacturing/production pro-
cesses? (Yes/No)

If Yes, briefly describe.

1.5.8 Have you documented procedures to control the delivery of goods to your cus-
tomers? (Yes/ No)

If Yes, briefly describe.

2 Record of Compliance with Customs Requirements and other Relevant Regulations

2.1 a. Have	 any	 applications	 for	 authorization/certifications	 held	 or	 sought	 by	 your	
business which has been withdrawn, suspended or revoked because of breaches 
of customs rules or any other reason in the last three years? Yes/No.

If Yes, please describe how many times and what are the reasons.

      

2.2 Do you have documented procedures for verifying the accuracy of customs declara-
tions and other relevant supporting documents, including those submitted on your 
behalf (e.g. a customs agent or a freight forwarder)? Yes/No.

If Yes,	please	describe	briefly	the	procedures.	

 

2.3 Does your company have routines and/or instructions or guidelines on the disclosing 
or	notification	of	irregularities	to	customs	or	other	competent	regulatory	authorities	
as appropriate? Yes /No

If Yes, are these instructions documented (e.g. work instructions, manuals, other 
guidance documents)? Yes /No
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2.4 Do you have a demonstrated record of compliance with customs and other relevant 
government regulations over the last three years? Yes/No

If	Yes,	describe	briefly	and	attach	supporting	document.

2.5 Over the last 3 years, have you detected any irregularities (or presumed irregulari-
ties)	and	notified	the	irregularities	to	the	customs	and/or	fiscal	authorities	or	com-
petent authorities? Yes /No 

If	Yes,	briefly	describe	the	details.

a) Description of compliance errors or irregularities

b) How did you notify compliance errors or irregularities to the competent authori-
ties?

c) What quality assurance measures or any remedial action you have taken to 
avoid such irregularities in the future?

d) the notes you keep on these quality assurance measures?

2.6 Has any action been taken against your company on any offence/infringement com-
mitted under the laws, rules and regulations pertaining to Customs, domestic taxes 
and all relevant Government Agencies in the last 3 years? (Yes/No)

If yes, please describe the date and type of offence that has been committed and 
corrective actions that has been taken? Please also make reference to the sentence 
of the court, in any.

2.7 Does your company owe any unpaid duties to the Customs Administration or have 
any other outstanding obligation to any of the Revenue Administrations? Yes/No.

If yes, please specify.

2.8 Do you have a documented personnel code of conduct? (Yes or No)

If yes, describe if it is adhered and provide a copy of it
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3. Internal control system for maintenance and managing the commercial, accounting 
and logistical records

3.1 Audit trail

3.1.1 Do you have an accounting system, which is consistent with the generally accepted 
accounting principles (GAAPs) or equivalent latest Accounting Standards? Yes/No 

3.1.2 Does your business processes particularly accounting system facilitate a full audit 
trail of your customs activities or tax relevant movement of goods or accounting 
entries? Yes/No

If	yes,	please	describe	briefly	the	essential	features	of	this	audit	trail

3.2 Accounting and logistical system

3.2.1 a) Do you have a Risk Management Policy that applies in your company 
internal control system?  Yes/NO

If	Yes,	please	describe	briefly.	

b) Does	 your	 company	 hold	 any	 Quality	 Management	 Certificates	 (ISO	 or	
Similar)? Yes/No

If	Yes,	please	describe	briefly.

3.2.2 a)  Do you have established an automated and integrated accounting and logistical 
systems? Yes/No

If	Yes,	describe	briefly

3.2.3 a) If it is automated, is it possible for Customs to interrogate and extract the 
data from the accounting and logistics system? (Yes/No)

b) Are your logistical systems capable of distinguishing between Common 
Market and non-Common Market goods and indicating their location? (Yes/No)

If Yes, provide details,
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3.2.5 a) Describe what computer system (hardware, operating system and software 
applications) do you use for your commercial business (accounting and logistics 
system) in general, and for customs matters in particular? Please provide the 
name of the software manufacturer or supplier? 

b) Do those two systems integrated/interfaced or not? Yes/No

c) Provide information on the following:

(i) separation of functions between development, testing and operation

(ii) separation of functions between users

(iii) access controls (which ones/to whom)

(iv) traceability between business system and declaration system.

3.2.6 a) Where are your computer activities and servers located?

b) Have computer applications been outsourced? (Yes/No)

If yes, provide details (including full name address, TIN, VAT number) of company or 
companies where the applications are outsourced and how do you manage access 
controls for the outsourced applications?

  3.3 Internal control procedures/systems

3.3.1 Please describe the internal control system for the relevant departments of your 
company to identify, report to responsible management and rectify discrepancies in 
process and assure proper implementation of customs procedures and legislation.

3.3.2 Do you have documented procedures and guidelines for the internal control system 
by which employees within the different units in your business operate? (E.g. 
depending on the business activity such as – purchase, production, storage, sales, 
etc.) (Yes or No). 

If	 YES,	 please	 describe	 them	 briefly	 and	 how	 they	 are	 updated.	 (For	 example,	
actions like job instructions, employee training, instructions for checking faults and 
mechanism for proof-reading.)

3.3.3 Does your company have an internal/external audit function? (Yes or No) 

If Yes, is there a framework established to take actions on recommendations of the 
Internal/External Audit? (Yes or No)
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3.3.4 Have your internal control processes been subject to any internal/external audit? 
(Yes or No)

Does this include audit of your customs routines? Yes/No.

If yes, please provide a copy of your most recent audit report.

3.3.5 a) Have you documented procedures to regulate and control the use and 
access	to	key	and	confidential	business	information?	(Yes/No)

If	Yes,	describe	in	brief	the	procedures	for	checking	your	computer	files	(standing	
data	or	master	files)?	

b) How do these procedures cover the following risks from your perspective?

(i) Incorrect and/or incomplete recording of transactions in the accounting 
system.

(ii) Use of incorrect permanent or out-of-date data such as number of articles 
and tariff codes.

(iii) Inadequate control of the company processes within the applicant’s 
business.

3.3.6 a) Do you perform customs formalities in your own name and for your own 
behalf? Yes/No

b) Are you being represented by someone regarding customs formalities 
(e.g. customs clearing agent)? Yes/No 

If yes, by whom and how (directly or indirectly)? Please include the name, address 
and	TIN	of	the	significant	representatives.

c) Do you have a process for selection and appointment of a Customs 
Clearing Agent that includes examining validity of all relevant licenses and other 
official	documents	of	the	agent?		YES/NO

If	YES,	please	describe	briefly.
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3.3.7 Have you documented procedures for verifying the accuracy of customs 
declarations, including those submitted on your behalf by a third-party 
representative (e.g. agent, forwarder or freight forwarder etc.)? Yes/No. 

If	Yes,	please	describe	briefly	the	procedures.	

If No, explain how do you verify the accuracy of customs declaration?

3.3.8 Please describe the following information related to Goods Description and tariff 
classification:

a) How,	 and	 by	 whom,	 is	 the	 goods	 description	 and	 tariff	 classification	
handled and decided? 

b) Have you documented procedures for the goods description and 
classification?	Yes/No

c) What quality assurance measures do you take to ensure that goods 
description	 and	 tariff	 classifications	 are	 correct	 (e.g.	 checks,	 internal	 working	
instructions, regular training)?

d) Do you keep notes on these quality assurance measures? Yes/No

e) Do you regularly monitor the effectiveness of your quality assurance 
measures? Yes/No  

f) What	resources	do	you	use	for	goods	description	and	tariff	classification	
(e.g. database of standing data on goods)?
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3.3.9  Please describe the information related to Customs Value:

a) How and by whom is the customs value established? 

b) Have you documented procedures for determining the correct value for 
duty and VAT (for both imports and exports/re-exports)? (Yes/No)

c)  What quality assurance measures do you take to ensure that the customs 
value is correctly established (e.g. checks, internal working instructions, regular 
training, other means)?

d) Do you regularly monitor the effectiveness of your quality assurance 
measures related to customs value? (Yes/No)

e) If yes, provide details (notes) on these quality assurance measures

f) Do you keep notes on these quality assurance measures? Yes/No

3.3.10 Please describe the information related to Country of Origin:

a) Give an overview of your company’s management of country of origin for 
export and import goods? If none, state N/A.

b) What internal actions have you implemented to verify that the country of 
origin of the imported goods is declared correctly?

c) Describe your approach in the issuing of proof of preferences and 
certificates	of	origin	for	exportation.

d) Have you documented procedures for claiming preferential rates of duty 
on imports? Yes/No



110

OFFICIAL GAZETTE - Vol. 24

108O
FFICIA

L G
A

ZETTE - V
ol. 24

3.3.7 Have you documented procedures for verifying the accuracy of customs 
declarations, including those submitted on your behalf by a third-party 
representative (e.g. agent, forwarder or freight forwarder etc.)? Yes/No. 

If	Yes,	please	describe	briefly	the	procedures.	

If No, explain how do you verify the accuracy of customs declaration?

3.3.8 Please describe the following information related to Goods Description and tariff 
classification:

a) How,	 and	 by	 whom,	 is	 the	 goods	 description	 and	 tariff	 classification	
handled and decided? 

b) Have you documented procedures for the goods description and 
classification?	Yes/No

c) What quality assurance measures do you take to ensure that goods 
description	 and	 tariff	 classifications	 are	 correct	 (e.g.	 checks,	 internal	 working	
instructions, regular training)?

d) Do you keep notes on these quality assurance measures? Yes/No

e) Do you regularly monitor the effectiveness of your quality assurance 
measures? Yes/No  

f) What	resources	do	you	use	for	goods	description	and	tariff	classification	
(e.g. database of standing data on goods)?
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3.3.9  Please describe the information related to Customs Value:

a) How and by whom is the customs value established? 

b) Have you documented procedures for determining the correct value for 
duty and VAT (for both imports and exports/re-exports)? (Yes/No)

c)  What quality assurance measures do you take to ensure that the customs 
value is correctly established (e.g. checks, internal working instructions, regular 
training, other means)?

d) Do you regularly monitor the effectiveness of your quality assurance 
measures related to customs value? (Yes/No)

e) If yes, provide details (notes) on these quality assurance measures

f) Do you keep notes on these quality assurance measures? Yes/No

3.3.10 Please describe the information related to Country of Origin:

a) Give an overview of your company’s management of country of origin for 
export and import goods? If none, state N/A.

b) What internal actions have you implemented to verify that the country of 
origin of the imported goods is declared correctly?

c) Describe your approach in the issuing of proof of preferences and 
certificates	of	origin	for	exportation.

d) Have you documented procedures for claiming preferential rates of duty 
on imports? Yes/No
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3.3.11 a) Does	your	company	have	instructions	or	guidelines	on	the	notification	
of irregularities to the competent authorities (e.g. suspicion of theft, burglary or 
smuggling in connection with customs-related goods)?  Yes/No

If Yes, are these instructions documented (e.g. work instructions, manuals, oth-
er guidance documents)? Yes/No

b) Over the last year, have you detected any irregularities (or presumed 
irregularities)	and	notified	them	to	the	competent	authorities?	Yes /No

If	Yes,	please	provide	the	latest	notification.

3.4 Adequate level of automation of company processes

3.4.1 Do you have automated processes of your company including electronic regis-
ters, cargo and stock movements, and inbound and outbound processes? Yes/No

If	Yes,	describe	briefly

3.5 Maintenance/archiving of records

3.5.1 Do you have satisfactory procedures in place for back-up, recovery, fall back, ar-
chiving and retrieval, and for protection against the loss of your business records 
or information? (Yes/No)

If	Yes,	please	describe	briefly.

3.5.2

Describe	briefly	an	established	internal	record	keeping	system,	Quality	Manage-
ment System, and or compliance guide book that ensures that all documents re-
lated to import transaction and import processing documents are correct and 
stored for an adequate time for later production to Customs? (Yes/No)

If Yes, please provide details.

3.5.3 How long is the data saved in the production system and how long is this data 
archived?

3.5.4 Does the company have a contingency plan for system disruption/failure? Yes/
No
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3.6 Access to company records by customs  

3.6.1 a) Have you documented procedures for internal control to protect your 
company records documents and computer system against unauthorized ac-
cess? (Yes/No)

If	Yes,	describe	briefly	

b) Do you have documented internal procedures that allows the customs 
authority to physical access to necessary commercial and accounting systems 
and transport records of your company, where applicable? Yes/No

If	Yes,	describe	briefly

3.6.2 a) Describe	briefly	how	access	rights	for	the	computer	systems	are	issued.

b) Who is responsible for the running and protection of the computer sys-
tem?

c) Do you have guidelines or internal instructions for IT security for your 
personnel?

d) How do you monitor that IT security measures are followed inside your 
company?

4. FINANCIAL SOLVENCY/VIABILITY

4.1 Are all your annual accounts up to date? (Yes/No)

4.2 Has	your	company	a	consistently	good	financial	standing	sufficient	to	meet	its	
financial	commitments,	over	the	last	3	years?		(Yes/No)

If Yes,	please	provide	evidence	about	your	financial	standing	over	the	last	three	
years	such	as	a	letter	from	your	audited	financial	statements,	a	copy	of	your	fi-
nalised accounts (If your accounts have not been audited) or evidence from your 
bank	or	financial	institution	statements	that	demonstrate	financial	viability.

 If No, please provide the details.
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4.3 Please	provide	profit	and	 loss	statements	and	balance	sheet	 for	 the	 last	 three	
years?

 If a new business, state N/A.

4.4 Have any bankruptcy or insolvency proceedings been initiated in respect of your 
company’s assets in the last three years? (Yes/No) 

If Yes, please provide details

4.5 Is	there	anything	you	are	aware	of	that	could	impact	on	your	financial	solvency	
in the foreseeable future? Yes/No. 

If yes, provide details.

5 SECURITY AND SAFETY STANDARDS

   5.1 General Information on Safety and security

5.1.1 Please give the name and the position of the person competent for safety and 
security related questions in your company?

5.1.2 a) Have	you	already	been	certified/authorised/approved	by	another	public	
agency or authority for (transport, civil aviation, etc.) security purposes? Yes/No.

If yes,	please	provide	a	copy	of	the	certificate/authorisation/approval	and	give	
details	of	the	premises/sites,	which	are	covered	by	the	relevant	certificate/au-
thorisation/approval.

b) Provide a list of any independently accredited standards/licenses/au-
thorisations on safety and security to which you adhere and specify what con-
trol/audits these standards are subject to.

c) Have you planned to apply or have you already applied for any other 
certification/authorisation/approval	for	security	purposes	(e.g.	regulated	agent,	
known consignor, etc.? Yes/No

If yes, please provide details.
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5.1.3 Do you have self-assessment of the security management policy and system in 
place?

5.1.4 a)  Have you carried out a safety and security (risk and threat) assessment 
for your business? Yes/No

b) Is there a safety and security plan/measure in place for each site (where 
appropriate)? Yes/No

If Yes, how often are those documents reviewed and updated?

5.1.5 a) Did you comply with the particular security and safety requirements for 
the goods you are frequently importing/exporting/transiting? Yes/No

If	Yes,	please	describe	briefly	the	applicable

b) Describe	 briefly	what	 particular	 safety	 and	 security	 risks	 (within	 the	
company or in your business dealings with customers, suppliers and external 
service	providers)	you	have	identified	in	relation	to	the	AEO	security	criteria?

5.1.6 Describe	briefly	how	are	security	measures	implemented	and	coordinated	in	your	
company and who is responsible for them?

5.1.7 If you have several premises in your company, is the implementation of the 
safety and security measures harmonised in these locations? Yes/No

If	No,	please	describe	briefly	what	are	the	different	measures.

5.1.8 a) Do you have any security instructions? (Yes/No)

If	 Yes,	 describe	 briefly	how	are	 they	 communicated	 to	 your	 staff	 and	people	
visiting your company premises; And how are they documented (manual, work 
guidelines, information sheet, etc.)?

5.1.9 a) Have you had any security incidents over the last 3 years? Yes/No.

 If yes, please give a brief description of the incidents and what measures you 
have introduced to prevent them from re-occurring?

b) Do you keep records of security incidents and the measures taken? Yes/
No
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 5.1.10 a) Do you use the services of a security company? If so, describe which 
company do you use?

b) Has this company made a threat assessment of your company? If so, 
describe	briefly	what	security	risks	they	have	identified	in	relation	to	the	AEO	
security criteria.

5.1.11 Do your customers or insurance company impose any safety and security 
requirements on you? Yes/No. If yes, provide details

5.2 Physical Building (Premises) security

General Physical Premises security

5.2.1 Have you implemented measures to secure your business premises/building, 
including areas such as perimeter fencing, gates and gate houses, parking, 
building structure, locking devices and key controls, alarm systems and video 
surveillance cameras, security personnel, and accesses controls? Yes/No. 

If	Yes,	please	describe	it	briefly:

a) How the external boundary of your company’s premises is secured? 

b) How is compliance with these procedures checked?

c) How, by whom and at what intervals are checks carried out on the fences 
and buildings?

d) How are these checks and their results recorded?

e) How are security incidents reported and dealt with?
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5.2.2 Perimeter Fencing:

Have you documented procedures for checking and maintaining the security of 
buildings and external boundaries? Yes/No

Briefly	describe	 the	procedures	 in	place:	 for	 the	 segregation	of	high	value	and	
hazardous cargo; to ensure that all fencing is regularly inspected for integrity, 
damage	and	repaired;	and	for	perimeters	identifiable	(signage)	as	controlled	areas	
for authorized personnel only. 

5.2.3 Building Structure

Is the building constructed of materials that resist unlawful entry and protect 
against external intrusion? 

Briefly	describe	the	procedures	in	place	to	ensure	that	the	integrity	of	the	structures	
is maintained by periodic inspection and repair.

5.2.4   Parking 

Have you documented procedures to protect your premises against unauthorized 
access by private vehicles? Yes/No

Briefly	describe	the	procedures	in	place	to	prohibit	the	parking	of	employees	and	
visitors’ vehicles in close proximity to cargo handling and storage areas.

5.2.5 Gates and Gate Houses:

Briefly	describe	 the	procedures	 in	place:	 to	control	 the	movement	of	all	vehicles	
and/or personnel entering or exiting the gates, and to protect premises against 
unauthorised access by private vehicles that specify when and how searches of 
vehicles or personnel entering or exiting controlled areas of the premises are to be 
performed. 

Are gates through which vehicles and/or personnel enter or exit manned, monitored 
or otherwise controlled?

Have you documented procedures for control of access to all gates/entrance points? 
(Yes/ No)



118

OFFICIAL GAZETTE - Vol. 24

116O
FFICIA

L G
A

ZETTE - V
ol. 24

5.2.6 Locking Devices and Key Controls 

Do you have locks/security measures for inner and outer doors, windows and gates?  
(Yes/No)

Yes, have you documented procedures for the handling of keys?

Briefly	describe	 the	procedures	 in	place:	 to	 ensure	 that	 all	 external	 and	 internal	
windows, doors, fences and gates are secured with locking devices or alternative 
access monitoring or other control measures, for issuance and access to locks and 
keys, and for conducting periodic inventory of locks and keys. 

5.2.7 Lighting 

Describe	 briefly	 the	 procedures	 in	 place	 to	 ensure	 adequate	 lighting	 inside	 and	
outside company facilities including the following areas: entrances and exits, cargo 
handling and storage areas, fence lines and parking areas. 

Describe the processes in place to maintain equipment and retention of recordings.

5.2.8 Alarm Systems and Video Surveillance Cameras 

Are alarm systems and video surveillance cameras utilised to prevent potential 
intruders from attempting to gain entry, detect possible intrusion, expand the area 
of security surveillance and assist in post-incident investigations?

5.2.9 Security Personnel and Organisation

If	personnel	is	in	charge	of	the	security	of	the	company,	please	describe	briefly	the	
procedures in place? 

If an organisation/unit is in is in charge of the security of the company please 
describe	briefly	the	procedures	in	place.
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5.2.10 Access to premises Controls

Please	 describe	 briefly	 how	 your	 employment	 policy	 deals	 with	 security	 and	
safety requirements: 

a) Describe	 briefly	 company	 employee access controls to the premises/site 
always,	including;	whether	an	employee	identification	system	is	in	place	that	
provides	positive	identification	for	access	control	purposes	and	while	working	
in restricted areas; and employees only are given access to those areas needed 
for the performance of their duties? 

b) Describe	 briefly	 the	 positive	 identification	 procedures	 and	 access	 controls	
to the premises/site always for visitors, vendors and contractors, including; 
to register and control all visitors, vendors, contractors, etc.; to present photo 
identification	or	proper	vendor	ID	for	positive	identification	and	access	control	
purposes;	and	to	visibly	display	identification	passes.	

c) Have you documented procedures for ensuring only authorised staff has access 
to internal parts of the premises? Yes/No

d) Have you documented procedures for dealing with unauthorized access or 
intrusion? Yes/No

If	 Yes,	 describe	 briefly	 the	 procedures	 in	 place	 for	 employees	 to	 report	 and	
challenge	any	unauthorised	or	unidentified	persons?

Manufacture/Production of goods

5.2.11 Have you documented procedures to address the safety and security issues 
surrounding your manufacturing processes? Yes/No 
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5.2.12 a) Describe	briefly	what	locations/areas	are	designated	for	the	manufacturing	of	
goods 

b) Is the manufacturing carried out by an external partner 9for example, job 
processing, drop shipment)? Yes/No

Describe	briefly	how	the	integrity	of	the	goods	is	ensured	(for	example,	contractual	
agreements)

5.2.13 Are there any security measures protecting goods against unauthorized access to the 
production area? Yes/No

If	Yes,	briefly	describe	how	compliance	with	these	procedures	is	checked?	

5.2.14 Describe	briefly	the	procedures	for	packing	products	and	whether	they	exit	in	written	
form

5.2.15 If	 final	 product	 packaging	 is	 outsourced	 to	 a	 third	 party,	 describe	 briefly	 how	 the	
integrity of the goods is guaranteed?

 Warehouse and Storage of goods/cargos

5.2.16 Describe	 briefly	 the	 procedures	 in	 place	 to	 prevent	 unauthorised	 access	 and/or	
tampering of conveyances, containers and cargo in your custody stored in a secure 
area

5.2.17 Have you documented procedures to address the safety and security issues 
surrounding storage of your goods? Yes/No

5.2.18 Describe	briefly	at	which	locations	your	company	has	set	aside	areas	for	the	storage	
of goods?

5.2.19 a)Describe	briefly	the	routine	for	allocating	a	storage	position	for	incoming	goods?	

b) Doyou have outdoor storage locations? Yes/No

					If	Yes,	please	describe	it	briefly

 5.2.20 Do you have documented stocktaking and procedures for dealing with irregularities? 
Yes/No

If	Yes,	describe	briefly	your	arrangements
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5.2.21 a) Are goods of different risk levels stored separately? Yes/No

b) Describe the criteria for any separate storage, for example, hazardous goods, 
high value goods, chemicals, weapons, air cargo/air mail

Describe how you make sure that the goods are immediately recorded in the logistical 
accounts/stock records

5.2.22 a) Describe	 briefly	 how	 goods	 are	 protected	 against	 unauthorized	 access	 to	
warehouse premises?

Describe	briefly	how	compliance	with	these	procedures	is	checked?

5.2.23 If	storage	of	goods	is	outsourced	to	third	party,	please	describe	briefly	how	and	where	
the goods are stored and your control measures you use to supervise the handling of 
goods

 5.3 Logistical/conveyance/transportation Security

5.3.1

Describe	briefly	 the	procedures	 in	place	 to	protect,	 to	 the	extent	and	scope	of	your	
authority and responsibility, conveyances (e.g. trucks, prime movers, trailers) against 
the introduction of unauthorised personnel and material.

5.3.2
Describe which means of transport (e.g., Trucks, Rail Train, Air, Ship or Others) are 
normally used by your company?

5.3.3
Does your company carry out all its own transport, or does it also use external (third 
party) service providers (e.g. freight forwarders/carriers)?

5.3.4

If you use external transport service providers, explain the means of security 
standards or agreements with the service provider in place outlining responsibilities 
and procedures for the security of goods under conveyance?

If you do not use a regular contractor, how do you ensure the safety and security of the 
transport of your goods? Yes/No

5.3.5
Describe briefly	the procedures in place to consider potential places of concealment 
on conveyances and ensure that these are regularly inspected.
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5.3.6

Describe	briefly	the	procedures	in	place	to	train	drivers	on	subjects	such	as:	

(a) Inspection of conveyance; 

(b)	Confidentiality	of	load,	route	and	destination;	

(c) Policy on keys, parking area, refueling and unscheduled stops; 

(d) Reporting for accident or emergency; 

(e) Reporting of any irregularity in loading, locking and sealing; and 

(f) Testing of security alarms and tracking devices, if any.

5.4 Cargo security (containers, transport boxes)

5.4.1 a) If	you	are	an	importer	or	exporter,	please	describe	briefly	the	procedures	in	
place 

(i) to ensure that information in all documentation used in the movement and 
clearance of cargo, both electronic and manual, including those documents prepared 
by third parties such as Customs house brokers, are legible, complete and protected 
against the exchange, loss or intentional introduction of erroneous information and 
available for examination. 

(ii) directing staff what should be done if they encounter a suspicious document. 

b) If	you	are	carrier,	please	describe	briefly	the	documented	procedures	in	place	
to	ensure	that	information	in	the	carriers	manifest	accurately	reflects	the	information	
provided	to	the	carrier	by	the	shipper	or	its	agent	and	is	filed	with	Customs	in	a	timely

5.4.2 Describe	 briefly	 the	 procedures	 in	 place	 to	 protect	 against	 the	 introduction	 of	
unauthorised material and persons into Cargo?

5.4.3 a) Do you own the cargo units used by your business? Yes/No

If not, describe the owner of the cargo units you usually use. 

b) Do you carry out routine inspections and maintenance of the cargo units? 
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5.4.4 a) Have you documented control procedures to monitor the security of cargo 
units used by your business whilst under your responsibility? Yes/No

If	Yes,	please	describe	briefly.

b) Have you documented procedures to control the loading of goods and any 
safety and security measures required by your customers at the time of loading? 
Yes/No

If	 Yes,	 describe	 briefly	 how	 loading	 of	 goods	 is	managed	 in	 your	 company	 (e.g.	
allocation of responsibilities, checks on goods, and means of transport, recording of 
results, provision of information, etc.)? 

c) Have you documented procedures to deal with incidents of unauthorised 
access or tampering with a cargo unit? Yes/No

If	Yes,	please	describe	briefly.

5.4.5 Is the maintenance/repair of the cargo units carried out at your premises or 
externally?  Yes/No 

If it is externally, have you documented procedures for checking/inspection of the 
cargo units on their return prior to loading? Yes/No

5.4.6 a) Do you use seals to prevent unauthorized tampering with goods? Yes/No

If Yes, provide details 

b) Do	these	seals	satisfy	any	specific	standards	(for	example,	ISO	17712)

c)  how, by whom and what sort of seals do you use?

d)  Are any seal numbers mentioned in the documents accompanying the 
goods? Yes/No

e)   How do you keep a record of your seals?

f) How do you make sure that goods are not tampered with if seals are not 
used?
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5.4.7 Describe	briefly	the	procedures	in	place	

- to ensure that arriving and departing cargo is reconciled against relevant 
documents, for example, cargo manifest, packing list, bill of lading, purchase order 
and delivery order. 

- to compare, where feasible, the cargo with delivery documents when receiving 
and	releasing	cargo	and	to	inform	the	appointed	security	officer	if	a	discrepancy	is	
detected. 

- to ensure that persons / drivers delivering or receiving cargo are positively 
identified	before	cargo	is	received	or	released	and	to	provide	supervision	to	cargo	
handling processes.

 5.4.8 a) Briefly	 describe	 the	 procedure	 for	 ensuring	 the	 security	 and	 safety	 of	
incoming/outgoing goods?

b) Briefly	describe	how	the	compliance	with	these	procedures	is	checked?

 5.4.9 a) Describe	briefly	the	arrangements	that	are	in	place	which	ensure	that	goods	
to be loaded and the loading/unloading process itself are not left unsupervised 

b) 	Describe	briefly	how	compliance	with	customers’	 security	 requirements	
for loading/unloading is guaranteed?

Describe	briefly	how,	when,	whom	and	when	departing	goods	are	checked	against	
orders and loading lists and recorded out of the stock records?

5.4.10 Describe	briefly	what	control	mechanisms	you	have	in	place	for	detecting	irregularities	
concerning the loading/unloading of goods?

 5.4.11 Are the incoming goods marked? Yes/No.

If Yes, describe how are they marked?

5.4.12 Describe	briefly	the	process	for	counting	and	weighing	incoming	goods?

 5.4.13 a) Describe	briefly	how	incoming	goods	are	checked	against	the	accompanying	
documents and entered in your records?

b) Describe	 briefly	 when	 incoming	 goods	 are	 checked	 against	 the	
accompanying documents and entered in your records

c) Describe	briefly	by	whom	and	what	 incoming	goods	are	checked	against	
the accompanying documents and entered in your records
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 5.4.14 a) Are the sections responsible for the purchase of goods, the receipt of goods 
and general administration clearly separated? Yes/No

b) Do integrated internal control mechanisms exist between the sections? 
Yes/No. If Yes, how are they executed.

 5.4.15 	Describe	briefly	the	documented	procedures	in	place	

a) for critical process handover points (e.g., document preparation processes, 
issue of seals, breaking of seals, physical count of cargo, conveyance inspection, 
cargo delivery, cargo receipt). 

6 

b) pertaining to custody and responsibility over cargo when a party takes 
receipt of the cargo or when a service is provided. 

c) to monitor on a continuous basis the movement of the cargo. 

d) for controlling the movement of cargo within the port or airport prior to 
exit or the movement prior to entry, where applicable. for monitoring the loading of 
cargo for export. 

 5.4.16  Describe	briefly	the	procedures	in	place	

a) to	 verify	 the	 physical	 integrity	 of	 the	 cargo	 conveyance	 prior	 to	 stuffing,	
including the reliability of the locking mechanisms of the doors. 

b) for inspecting the structure of the transport conveyance including the 
reliability of the access controls. When appropriate to the type of conveyance is a 
seven-point inspection process carried out for all dedicated transport conveyances 
prior	to	stuffing,	including:	

(i) Front wall; 

(ii) Left side; 

(iii) Right side; 

(iv) Floor; 

(v) Ceiling; 

(vi) Inside/outside doors; and 

(vii) Outside/undercarriage? 
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5.4.7 Describe	briefly	the	procedures	in	place	

- to ensure that arriving and departing cargo is reconciled against relevant 
documents, for example, cargo manifest, packing list, bill of lading, purchase order 
and delivery order. 

- to compare, where feasible, the cargo with delivery documents when receiving 
and	releasing	cargo	and	to	inform	the	appointed	security	officer	if	a	discrepancy	is	
detected. 

- to ensure that persons / drivers delivering or receiving cargo are positively 
identified	before	cargo	is	received	or	released	and	to	provide	supervision	to	cargo	
handling processes.

 5.4.8 a) Briefly	 describe	 the	 procedure	 for	 ensuring	 the	 security	 and	 safety	 of	
incoming/outgoing goods?

b) Briefly	describe	how	the	compliance	with	these	procedures	is	checked?

 5.4.9 a) Describe	briefly	the	arrangements	that	are	in	place	which	ensure	that	goods	
to be loaded and the loading/unloading process itself are not left unsupervised 

b) 	Describe	briefly	how	compliance	with	customers’	 security	 requirements	
for loading/unloading is guaranteed?

Describe	briefly	how,	when,	whom	and	when	departing	goods	are	checked	against	
orders and loading lists and recorded out of the stock records?

5.4.10 Describe	briefly	what	control	mechanisms	you	have	in	place	for	detecting	irregularities	
concerning the loading/unloading of goods?

 5.4.11 Are the incoming goods marked? Yes/No.

If Yes, describe how are they marked?

5.4.12 Describe	briefly	the	process	for	counting	and	weighing	incoming	goods?

 5.4.13 a) Describe	briefly	how	incoming	goods	are	checked	against	the	accompanying	
documents and entered in your records?

b) Describe	 briefly	 when	 incoming	 goods	 are	 checked	 against	 the	
accompanying documents and entered in your records

c) Describe	briefly	by	whom	and	what	 incoming	goods	are	checked	against	
the accompanying documents and entered in your records
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 5.4.14 a) Are the sections responsible for the purchase of goods, the receipt of goods 
and general administration clearly separated? Yes/No

b) Do integrated internal control mechanisms exist between the sections? 
Yes/No. If Yes, how are they executed.

 5.4.15 	Describe	briefly	the	documented	procedures	in	place	

a) for critical process handover points (e.g., document preparation processes, 
issue of seals, breaking of seals, physical count of cargo, conveyance inspection, 
cargo delivery, cargo receipt). 

6 

b) pertaining to custody and responsibility over cargo when a party takes 
receipt of the cargo or when a service is provided. 

c) to monitor on a continuous basis the movement of the cargo. 

d) for controlling the movement of cargo within the port or airport prior to 
exit or the movement prior to entry, where applicable. for monitoring the loading of 
cargo for export. 

 5.4.16  Describe	briefly	the	procedures	in	place	

a) to	 verify	 the	 physical	 integrity	 of	 the	 cargo	 conveyance	 prior	 to	 stuffing,	
including the reliability of the locking mechanisms of the doors. 

b) for inspecting the structure of the transport conveyance including the 
reliability of the access controls. When appropriate to the type of conveyance is a 
seven-point inspection process carried out for all dedicated transport conveyances 
prior	to	stuffing,	including:	

(i) Front wall; 

(ii) Left side; 

(iii) Right side; 

(iv) Floor; 

(v) Ceiling; 

(vi) Inside/outside doors; and 

(vii) Outside/undercarriage? 
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 5.4.17 a) Describe	briefly	the	procedures	in	place	on	how	seals	are	to	be	controlled
7
, 

affixed	and	checked	to	ensure	only	designated	authorised	person(s)	distribute	seals.

b) Do you require hauliers to have documented procedures for regular vehicle 
inspections after stops in journey; that drivers ensure the integrity of the load whilst 
other consignments are added or removed; and that drivers have been trained in 
prompt reporting of incidents? 

c) Do you use electronic cargo tracking system? Yes/No

If Yes, please describe details

d) Describe	briefly	the	procedures	in	place	to	periodically	review	compliance	
with these requirements. 

5.5 Information Technology (IT) security

5.5.1 Describe	briefly	the	procedures	in	place	to	maintain	confidentiality	and	integrity	of	
data and information systems used in the supply chain including protection against 
misuse	and	unauthorised	alteration;	and	to	ensure	proper	transfer,	storage	and	final	
disposal of data and information. 

5.5.2 a) Describe	briefly	what	actions	have	been	taken	to	protect	 (e.g.	constricted	
access rights, creation of electronic backup) information/documents from 
unauthorised access, abuse, intended destruction and loss? 

b) Have there been any cases of unauthorised access to documents in the last 
year, and if so what measures have been taken to prevent this from happening again? 

c) Please	 briefly	 answer	 the	 following	 questions:	 -	 a)	 Which	 categories	 of	
employees	have	access	to	detailed	data	about	the	flow	of	materials	and	goods?	

d) Which categories of employees are authorised to change such data? Are 
changes comprehensively documented?

5.5.3 a) Describe	briefly	how	access	rights	for	the	computer	systems	are	issued	and	
who is responsible for the running and protection of the computer system? 

b) Describe	briefly	the	information	security	procedures	and/or	security	related	
controls in place to protect information systems from unauthorised access?
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5.5.4 a) Have you documented procedures to control your document security? Yes/
No

b) Describe	briefly	what	actions	have	been	taken	to	protect	(e.g.	constricted	
access rights, creation of electronic backup) information/documents from 
unauthorised access, abuse, intended destruction and loss?

5.5.5 Have there been any cases of unauthorised access to documents in the last 3 years, 
and if so what measures have been taken to prevent this from happening again?

5.5.6 Please	briefly	answer	the	following	questions:

a) Which	categories	of	employees	have	access	to	detailed	data	about	the	flow	
of materials and goods?

b) Which categories of employees are authorised to change this data? 

Are changes comprehensively documented?

5.5.7 a) 	 Briefly	 describe	 what	 requirements	 regarding	 safety	 and	 security	 you	
require from your trade partners and other contact persons to avoid abuse of 
information, for example, endangering of the supply chain through un authorized 
transfer of shipping details

b)  Are Security declarations/agreements in place with your trade partners? 
Yes/No

If No, how do you ensure the safety and security of information and/or goods? 

5.5.8 a) Please describe where your main server is located and give details of how 
it is secured. 

b) Describe	 briefly	 the	 actions	 you	 have	 taken	 to	 protect	 your	 computer	
system from unauthorised intrusion (Firewall, antivirus Programme, password 
protection, etc. ...)? 
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 5.6 Measures for crisis management and incident recovery

5.6.1 Describe	 briefly	 the	 procedures	 in	 place	 identifying	 such	 threats	 as	 terrorism,	
contraband/Human Smuggling, Organised Crime or other Conditions which may 
increase the probability of a security breach

5.6.2 Describe	briefly	the	crisis	management,	business	continuity	and	security	recovery	
plans in place.

		Describe	briefly	the	procedures	and	back-up	capabilities	in	place	to	protect	against	
the loss of information? 

5.6.3 Does the company have a contingency plan for system disruption/failure?

Describe	briefly	the	training	provided	for	employees	in	crisis	management	and	any	
drill conducted for the contingency plan.

 5.6.4 Describe	 briefly	 the	 procedures	 in	 place	 to	 report	 and	 respond	 an	 incident	 or	 risk	
situation and identify root causes so that actions can be taken to protect against 
recurrences.

 5.6.5 Describe	 briefly	 the	 procedures	 in	 place	 to	 ensure	 that	 incidents	 are	 reported	 to	
management, investigated and analysed with the objectives of determining the cause 
of the incident and implementing the necessary revisions and improvements to 
protect against the recurrence of such an incident.

5.7 Personnel/Employment security

General issues

5.7.1. a) Describe	briefly	how	your	employment	policy	deals	with	security	and	safety	re-
quirements? Who is responsible for this area?

b) Are the security procedures recorded in writing? Yes/No. 

c) Describe	briefly	how	is	compliance	with	these	procedures	checked?	
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5.7.2 Pre-Employment Verification and Background Checks:

a) Describe	briefly	the	procedures	in	place:	to	ensure	the	application	information	for	
both permanent and temporary personnel, such as employment history and references, 
verified	prior	to	employment;	and	to	ensure	background	checks	((e.g.	police	checks)	
conducted on prospective permanent and temporary personnel as appropriate and to 
the	extent	allowed	for	by	law	and	to	confirm	that	he/she	has	no	criminal	record?

b) Indicate the procedure when new employees who will be working in security-
sensitive	 fields	 and	 existing	 employees	 who	 are	 to	 be	 transferred	 into	 security-
sensitive	fields.

5.7.3 Periodic Background Checks / Reinvestigations for Current Personnel

a) Describe	briefly	the	procedures	in	place:	for	the	provision	of	periodic	checks	to	the	
extent allowed by law performed on current permanent employees as to whether the 
periodic checks are based upon the position and responsibilities of the personnel in 
the company

5.7.4 Resignation and Termination of Personnel 

a) Describe	briefly	the	procedures	 in	place:	 to	remove	identification	cards,	as	well	
as premises and information systems access for terminated and resigned permanent 
and temporary personnel and to control the employee’s ability to compromise security 
standards, if company policy, national law, employment contract or other agreement 
allows for a period of continued employment between termination/resignation notice 
and last work day. 

b) How is it ensured that when staffs leave, they no longer have any physical or 
electronic access to company premises or data?
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5.7.5 Temporary personnel security standards 

Describe	briefly	the	procedures	in	place	to	ensure	temporary	employees	are	checked	
regularly according to security standards. 

Please specify: 

a) The areas where these employees are used. 

b) How and by whom the temporary employees are checked. 

c) The security instructions for these employees.

5.8 Education, Training and Awareness on safety and security

5.8.1 a) Does your company conduct trainings on safety and security standards awareness 
programmes to employees? (Yes/ No)

If Yes, describe details including, the frequency of security and safety training; supplier 
of the training

b) Are there written records on this training? Yes/No.

5.8.2 a) Describe	briefly	the	procedures	in	place	to	educate	your	personnel	with	regard	to	
the risks associated with movements of goods in the international trade supply chain. 

b) Describe	briefly	what	procedures	are	in	place	for	employees	to	identify	and	report	
suspicious incidents.

5.8.3 a) Describe	 briefly	 what	 educational	 material,	 expert	 guidance	 and	 appropriate	
training	on	the	identification	of	potentially	suspect	cargo	is	provided	to	all	relevant	
personnel involved in the supply chain. 

b) Describe	 briefly	 any	 specific	 training	 conducted	 to	 assist	 employees	 in	
maintaining cargo integrity, recognizing potential internal threats to security and 
protecting access controls.

  5.9 Security requirements for trade partners/suppliers

5.9.1 Please provide a list of regular Trade partners (including the modes of transportation 
and nodes as well as storage facilities)?
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5.7.5 Temporary personnel security standards 

Describe	briefly	the	procedures	in	place	to	ensure	temporary	employees	are	checked	
regularly according to security standards. 

Please specify: 

a) The areas where these employees are used. 

b) How and by whom the temporary employees are checked. 

c) The security instructions for these employees.

5.8 Education, Training and Awareness on safety and security

5.8.1 a) Does your company conduct trainings on safety and security standards awareness 
programmes to employees? (Yes/ No)

If Yes, describe details including, the frequency of security and safety training; supplier 
of the training

b) Are there written records on this training? Yes/No.

5.8.2 a) Describe	briefly	the	procedures	in	place	to	educate	your	personnel	with	regard	to	
the risks associated with movements of goods in the international trade supply chain. 

b) Describe	briefly	what	procedures	are	in	place	for	employees	to	identify	and	report	
suspicious incidents.

5.8.3 a) Describe	 briefly	 what	 educational	 material,	 expert	 guidance	 and	 appropriate	
training	on	the	identification	of	potentially	suspect	cargo	is	provided	to	all	relevant	
personnel involved in the supply chain. 

b) Describe	 briefly	 any	 specific	 training	 conducted	 to	 assist	 employees	 in	
maintaining cargo integrity, recognizing potential internal threats to security and 
protecting access controls.

  5.9 Security requirements for trade partners/suppliers

5.9.1 Please provide a list of regular Trade partners (including the modes of transportation 
and nodes as well as storage facilities)?

5.9.2 Describe	briefly	how	your	company	verifies	the	 identity	of	 trade	partners	 to	secure	
the supply chain (for example, information search before accepting orders or placing 
orders).

a) Which	measures	have	you	taken	to	confirm	that	your	business	partners	ensure	
the security of their part of the international supply chain (e.g. security declarations, 
contractual requirements, trade partners with own AEO- status)?

b) Describe	briefly	how	is	compliance	with	these	procedures	checked?

5.9.3 a) Do you have safety and security requirements incorporated into contractual 
arrangements with your trade partners or external suppliers, (e.g, Security guards, 
cleaning, and maintenance)? Yes/No

b) As	 far	as	possible	and	 in	accordance	with	 the	business	model,	describe	briefly	
the procedures in place for business partners to demonstrate they are meeting the 
company’s supply chain security requirements (e.g. through written or electronic 
confirmation;	 through	 contractual	 obligations;	 through	 a	 letter	 from	 a	 senior	
business	partner	officer	attesting	 to	 their	compliance;	 through	a	written	statement	
demonstrating their compliance with Customs supply chain security Programme (s); 
or	by	providing	a	completed	supply	chain	security	profile)?

5.9.4 For	 trade	 partners	 who	 have	 obtained	 certification	 in	 a	 supply	 chain	 security	
Programme administered by the Customs administration of another country describe 
briefly	 the	 procedures	 in	 place	 to	 maintain	 documentary	 proof	 of	 the	 business	
partners’	certification?
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5.9.5 Review of Trade Partners’ Compliance to Security Requirements

Have you established a system of reviewing relevant commercial information of 
the Trade partners relating to your contracting party before entering contractual 
relations? Yes/No

If	 Yes,	 describe	 briefly	 the	 procedures	 in	 place	 to	 review	 business	 partners’	
compliance to security requirements?

5.9.6 Over the last year, have you detected any breaches of the security agreements you 
have with partners? Yes/No.

If Yes, what measures have you taken?

6 Measurement, Analyses and Improvement Process

6.1 Describe	briefly	the	procedures	in	place:

a) To conduct assessments of the security risks in business operations and 
take appropriate measures to mitigate those risks. 

b) To establish and conduct regular self-assessments of your security 
management system. 

c) For	 responsible	 parties	 identified	 to	 conduct	 regular	 self-assessments,	
review and implement recommendations for possible enhancements to ensure 
continued adequacy of the security management system. 

7.   Consultation, co-operation and communication

7.1 Describe any consultation, co-operation and communication you have with 
customs and other relevant government authorities?
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7.2 a) Do	you	have	clearly	identified	and	readily	accessible	local	points	of	contact	
or a corporate contact that can arrange immediate access to a local contact for all 
matters	 identified	as	being	of	compliance	and	enforcement	 interest	 to	Customs	
(cargo bookings, cargo tracking, employee information, etc.)? Yes/No

If	Yes,	please	describe	briefly.

7.3 b) Do you have cooperation with Customs and other relevant government 
regulatory in exchanging of exclusive information? Yes/No

If	Yes,	please	describe	briefly

7.4 c) Do	you	have	 internal	notification	procedures	as	set	 forth	 in	 the	national	
customs	authority,	to	an	appropriate	Customs	official	of	any	unusual	or	suspicious	
cargo documentation or abnormal requests for information on shipments? Yes/No

If	Yes,	describe	briefly

7.5 d) Provide	your	experience	in	timely	notification	to	Customs	and	any	other	
relevant authorities when employees discover illegal, suspicious or unaccounted - 
for cargo (Such cargo should be secured, as appropriate).
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+260 211 229 725
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